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The objectives of the Federal Fire Council are to reduce Fedecral life and property lossoes
‘from fire through a cooperative effort of all Federal agencies coordinated through the.
Council; to promote and assist in the establishment of adequate fire safety pPrograms and
criteria in all Federal agencies; to encourage fire rescarch for the purpose of better
understanding the phenomena of fire; and to develop better techniques for fire control,
suppression, and preventiod, - )

At the Annual Meeting of the Council on January 26, 1960, a panel of four representatives
from Federal agencies and Underwriters! Laboratories, Inc., discussed the topic "Fire
Protcction for Electronic Data Processing Installations'™. At a subsequent meeting of the
Council on February 1€, 1960, three representatives from the tlectronic computer industry
formed a panel to discuss the topic "Indusiry Looks at Five Protection for Electronie

Data Processing Installations.” (See Appendix A for a list of several significant fires
involving electronic equipment.) .

As a direct ocutgrowth of thosa neetings, a Subcommitiee of the Design Standards Committee
was formed to draft Recommended Practices for Fire Protection for Essential ETectronic
Equipment. This original Recommended Practices was known as RP-1,

The Erooks Act. (PL. 89-305) assigns both the General Services Administration and the Na- ..
- tional Bureau of Standards certain responsibilities and authorities with respect to
Foderal computoxr dnctnlictisn and cquipnent. A3 a resuli, the Office of AutOwatic Daia
Manzagement Services of GSA has asked the Council to review and update RP-1 to assist 1%

in developing guidelines relating to the procurement, opsration, and safeguarding of data
processing equipment. This document is a result of that effort and represents the Coun-
cil’s current thinking on fire protection for essential electronic equipment. This out
standing effort deserves our sincere thanks as it representis a large investment and

effort on the part of the individual subcommitiee members as well as Federal agencies

they represent. ) - . -
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- ) PREF.&C& :

Vxﬁe revised cdition was deve 10p“d by a subuummittoc Optratln" thxuuwh tbsL groups nith

broad based representation of inlevested parties inecluding

architects,

design engilneceors,

electronic englineers, dala processing specialists, 1ccord: management speclialists, and

. tive
" and where appropriate changed by the full Comnmittec on Dosign Stanmaxdb.

puuli hed herein represents the culmination of this effort,
cdition were substantially revised,.
and the extens ive review,
cuou<1y n&db.

“glassifications of importance

j‘ b. A new sec«lon has been added to Chaoter 3 on cable constructlon.

allow improvene

caaracter ©
nécessitate

protection specialists,

howvever,

The most 1mportant changes are

The nrevious f‘v&;nm.ﬂF saus. classifica

The product
Some aspects of the pre
considered to be the follow1ng

of ¢ 1it

a.,
has heen d

machline consiruction standards that are reasonably obtainable and a 51npllfled
method of system or hardwqro 1mportance cla551f1cat10n.

Y ] .1y complete,
nt of the information on safe instaliation of cable,

nd revised.

~ (d VS

Sy,

he peripheral equipment,

¢. The requirements for installed pPOLCCt on systems have been conpletely overh

deALL)

levinc comouterw and other low energy dnvicps
The inherent amount of combustibles built into tha equipmenty TiC e

and the need for paper and other combustibles
autonatlc extinguishing systems.

The potentia
The data provided is considered the best

-
areas
Y au

be completely protected

Extensive review of fire control and

The final product was extcusively reviewed and considered

Loas
vious

The broad base of representation on the task groups
are felt to assure that the revisions were not pIOmlb—

1
cur-

It is hoped that future developments will

auled 7

in-
rnatic

potential damage from both fire and fire e\ulnculshlnc actions has conv1nced the cowmﬁt“

12 detection

Ty
been g

‘“vt ¢ of the nead of this requirenent.

(2)

Bl

have been selected as the type of

¢

(3) Thb pvev1ous recommendations for automatlc carbon dioxide extlncuishlnv systems |
e Lar

e W..»\.._M ..r;m“‘,m iy o SR

have bzen elimirated,

e ANz o T BRI
7,u_~- n.._l\'- Fechisey

(4) Rcadlly available
Such capability

nd-the-

la is provide

pnesence.

(5) The prov1ous requirements for
to

by the operators

ace the use oF sSmoke I'emova

hna,,.vwm S —— ,,,.-w»m-—h ,u-r&u_.,-g._ it

tlong ophbustibi X interlocked with fggr“
Jdealistic but ypnworksble and replaced

pra

autouatlc fire detection is requllo oy used.

Sponse is required Zox
uring their periods of

-
’

utomatic shutdown of

Sl dling s§siems has
syatem: whenever pracilica )

. i MRS

S S icii

B T M 28 v AT 7 i e T3S Mt 3850 5 B A LS g

i d. A new paragraph has been added to the SECthn on

' ' .ala.%w bringing
atuentLOn and- protection requlremants to bear on _memory devices,

e, A nev section has been added in the coverage of salvage

operaticn

R A

‘detailing thn-

system for recovery frcm fire and water damage as developed by the U,S, Naval Research

Laboratory.

The subcommittee invites comments on the document, pr
changes from any person,
clsms, and recommendations for changes, should be addressed to the Federal Fire
The Federal Fire Council staff will insure that such are pre-

invites recommendations for

Washingtona, D. C. 20405,

Thé subcommittee

sented to the Subcommittee on Essential Electronic Equlnv nt.

/””f/? P
e et Tl
&

Richard G, Bright
Chairman, Subcemmittee on
Essential Flectronic Equipmeznt

Ap‘proved For R_eleaSe 2002/05/16 :
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“or con. 2lso
All comments, suggestions, criti-
Council,

Hirold F. Nelson
Chairman, Committee on
Design Standards
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i 101. SCOPE. B 4 A -
P 101-1. This document applies to all essential electronic equipunent.
- S O S e ""“""’m"‘\-’*-‘ﬂ-—w__ b . N A S APAI UL (P 7 R, T AR .
) . 101-2, Electronic equipment includes all cquipment and devices which are electrically
4 7 U powered and use the emission of clectrons in vacuum tubes, cathode ray tubes,; photo-
elcctric cells, transistors, diodss, integrated circuits and other solid state devices to
. accomplish a result. This includecs, but is not limited to, eclectyronidc digital and analog
3 computers, radio and television equipment, elecctronic sorting equipment, facsimile trans-
'j mitting equipment and other electronic equipment used for statistical, communication, pro-
For the purpose of this

v = cess econtrel, measurement, guidance or supervision operations.
' document, particle acceleration machines, such as cyclotrons, synchrotrons, and betatrons,
presents special additional problems and as a result rust be considered individually by a
“competent fire protection engineer to determine additional requirements necessary.

101;3, Essential ggg;ggent ihcludes that which meets one or more of the following )
— S—— . — e

; criteria: ) R . . S =
B T ‘ “a, Is designated as essential, critical, vital, or ipportant by thd agency involved, |}
b. Is necessary to the safety of .persons, ) N
N . .e. Is essential to the security or health of the Nation,
' f ) L Lae oo ) P i ) [ e
d. Performs an operation which must be continued to completion without Jinterruption.
: o €. Performs an operation which could be periormed by substitute methods but where
" the substitute methods would involve significant additional expenditures for personnel,
. . . Lol -

“facilities and/or equipment. ‘ , , -

f. Has a high monetary value to the Federal Government, . )
s e b W A A R B TN e S e S0 o 3 0D S TN A R SR O : LT ™,
- Note: Value is a measure of the monetary investment involved in equipment’and is express-
e - ed as such, Some portions of electranic equipment and systems are extremely valuable.
NS N An it of electropi sairpletonh hemildCh represents a high value s be considered essen-
eiermination of what constitutes ; g

9. - THC
: " suffer monetary loss in case of fire.

R B 101-4. 1In making appraisals of electronic equipment in accordance with paragraph 101-3
oy above; consideration shall be given to the time lag and costs involved in obtaining re-

S placenents, the availability of alternate farilities and the complexity of the equipment.
: " Consideration of the availability of alteruate facilities shall include an investigation
: . 7 of the primary use and mission requirements of the alternate equipment to guarantee its
B availability in the time of necd. : : : :

3 . . B . .

1 e B

& Sy

4

PP

-

(L)

S — .

mApg@@&_ﬁg(ﬂB&@ﬂééQ&Q@2/05/16 : _CIA-RDP78-06501A00030001903(?-’

3 e ‘!’“‘W«rm




AL
N
e L

coL T R L A ) 03000100304
"~ Approved Fo‘r‘k.emfzqqZIQq{aé,?*?&é-'%RPB%n..ﬁﬁ?m19893000 304

b

|, 201, QORNERAL, o e
/ . e e ems - . . N . .

- ,foZOI-l. Histbrically, many ©f the losses cxperiencdd in essential electronic equipnent have
: ' been due to situatitions and Surroundings external to the equipment installation itself.

LR TS

{ °  Chapter II is designed to brovide a firesafe environment for essential elcctronic equip-

i! : . ment. . - . - - . o . -
20i-2. The structure in which ¢ssential electronic equipment is housed shall be so lo-
cated, constructed and/or protected to provide the least possible danger of fire, water,
and smoke damage to the equipment, - , ] R N il e g N

201-3, Essential electronic equipment may be located in new or existing structures, In
oY multi-story structures the equipment may be localed on any floor including basement,

R « mezzanine, and penthouse., Vhen locating essential electronic equipment in basements or

4 ¢ . other areas below the building grade level, spoci onsids ion d i to pro-
' tecting the electronic equipment from water That would tend to run to the lowest portion

of the building as a result of fire fighting efforts elsewhere in the structure.

-

202, HOUSTING STRUCTURE,

S ©202-1. The reguirements in Section 202 are designed to.provide a safe housing structure

"4 . and eliminate the danger of a fire, not related 1o the electronic equipment, but which

may damage or destroy such equipment, Housing structure means a combination of materials

to form a construction that is safe and stable: including among others, buildings, sheds,
shelters, and stadiums. ‘ : o : S

ey

N 202-2, VWhen essential electronic equipment is housed in a portion of a structure, either
3 . e . - . . s =z Ll

: new or existing, and that portion is subdivided irom the remainder of the structure by
fire walls, than only the portion of the atriunture hovsing the equivpment shall comply with

2

this section, : . ) . v -

. .
g s 202-3, Existing siructures used to house essential electronic equipment shzll be either
’ ire-resistiye or noncomn Stible consiructicn., Vhere deviation is of paramount necessity

an existing structure of gombustible copstruction may Dbe used to house essential electron.
ic equipment, provided the structure is completesy otectied bv an auiomati i

system complying with all requirements of National Fire Protection Association Standa: d

No. 13, "Spripkler Systems'", } . R
202-4, Ngﬂ;sizugiyxg§~built to house essential electronic equipment shall be of fire-

. . . « * N s
resigtive or noncombusg;hLg“ggnsz:usx;an_, A1l structural members of noncombustible oon-
struction, inc udlng walls, columns, piers, beams, girders, trusses, floors, and roofs,
shall be of materials which are inherently noncombustible such as steel, iron, aluminum, .

brick, concrete, glass, ceramic tile, slag, asbestos, plaster, etc,, as opposed to mato-

‘rials which are inherently combustible but have been treated to give them fire-retardani
qualities., Materials used for interior finishes, insvlation, vapor barriers, or acous- k.
e tical treatments shall meet one of the following criteria of noncombustibility:

a. Materials no part of which will ignite and burn when subjected to fire. - The
American Society for Testing Materials Standard E-13§, # "Deternining Noncombustibility of
Elementary Materials", shall be used as the criterion for determining noncombustibility
wlthin the meaning of this subparagraph. . . ¥

b, Materiils other than as described in paragraph a above,having a.surface flame-
Spread rating not higher than 25 without evidenecea of" continued progressive combustion.

Note: Flame spread, smoke generation, and fuel contribution ratings as used herein refer
to ratings obtained according to National Fire Protection Standard yo, 2855, "Tests of Sur-
face Burning Characteristics of Buiiding Materials," and Anarican Society for Testing
Materials Standard ASTM ES4, "Suriace Burning Characteristics of Buildings Material,m

202-5, When essential electronic equipment is to be housed in new or existing structures

containing other occupancies, the following factors shall be considered to assure that thas

3 . electronic equipment is not susceptidble to danger as a result of fires in the other
Occuparcies: :

2. In single story structures, equipment areas shall be separated from other occupan..
cies by fire-rated walls or partitions (See Secction 203 for fire-resistance ratings of
these separating walls and partitions). The structure's framing system shall be designed
S0 that a fire external to *ha electronic equiprment arez cannot cause a structural failure
which will cause damage or structural collapse within the electronic equipment area;

¥As used in this document ASTM E~136 is applicable to composites as well as elementary
building materials, i . . ) - . N
. 2 o » oo

Appkove_d-Fdr Release 2002/05/16 : CIA-RDP78-06501A000309010(.)30-4 |
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b. In rﬁwwf% QQ%&ZOQM& 16,1 CIA-RDP
cies L s o partitionss cor or ronf and ceiling construction., The
frnﬂlhb systen shall be designed s0 that a five external to the clectronic
equlpront area cannot cause a structural failuve which wlll cause damage, or structural
.cozjqn,c within the elonyonvc equip Nent area., . - :

c, Utiliules shall be laid out as required in Chapter IV,

i

d., The flcor above electronic cquipment shall ‘be provided with rcasonable protection

“+ to ‘prevent passage of hccidental spill, wash wotev, or other leakage. In any case, where

there is a large quantity of water or a high potentinl of water spill or flow other thad
that which might result from fire fighting operations, on a floor above an electronic
equipnent area, a complete ‘waterproof membrane should be provided. Where any serious
pOtvP»ial of water spillage exists on the floor within the electronic equlment area, the
necessary curbs, sills, and floor drains should be provided,

. - . : .

el Ay ~ ided fo hazard occupancies
and for any moderate hazard oceupancy not separated from the electronic equipment area
by fire-resistive construction haviry at least a,2zhour fire.resistive rating., (See

Appendix B, Fire Ha wzard Classification of Occupancies). B

o

2026, When the essential electroaic equipment area has one or more exterior walls, pro-
tection against exterior fire exposure shall be provided as needed.

2031 PERIMETER SEPARATION FOR ELECTRONIC EQUIPLENT AHEA 

203 1. The requirements in Section 203 apply to single &nd multi-story structidires and are.
des;gnpd to pxov1dn a fire-resistive separation betwsoen the electronic equipment area and
adjoining areas including those located above and below other adJacent, contiguous or
1butt1nv st“uctnreq, }ard storage, and lndL:brlal operations. The prime purpose of the
; = lectranic equinment from the damaging
gn_pcts of a fire outside of the esscntial oguipueni asca
]
203"2 Fire-resistive separation: shall be of a noncombuutlole material having a fire
resistance classification not less than the maximum fire potential of occupancies in
adjoining areas or other adjacent, contiguous or abuttingstructures, yard storage and
.industrial operations (S=22 Appendix B to determine the maximum fire potential). _In no
case hall the fire resistance glassification be less than 1-hour, :

-,

203 3. Ilre re€1bt1ve separatlong shall extend from structural floor to thu urider side of
the, structural floor or roof above, In existing structures of combustible construction,
fire-re€1q+1vc separations having a fire-resistive classification of 2-hcurs ox greﬂtex
shogld preferably start at the foundation and extend coqblnuously throudh all stories to
and|above the roof to form a parapet, N ,

| . o
203-4. Openings in firve-resistive separatidks_shall be protected by fire doors, fire
windows, fire dampers, or glass block; subject to the following limitations:

‘ ] ’ ' ; :
" &, Fire windows or fire resisting glass block meeting the requirements of paragraph
203-8, may only be used for openings which are subject to light fire expo ure and which

are protected by automatic spxlnklerc.

istance rating of at least 1-1/2-hours shall be

b. Fire dampers having a fire-res
er IV, Utilities.

re
used in ducts where required in Chapt
¢, Fire doors meeting the fire-resistance ratings prescribed in paragraph 203-7 shall

bz used on any door openinas in the separation.

‘d, Fire doors serving as exit doors must swing with the exit travel except for doors
on individual small roomb which may swing in, R0111n~ steel doors and jack-knife doors
snall not be used on exit Normally closod sliding fire doors shall not be uscd on
exits. Where desired, tmo doors may be installed on opposite sides of the wall, one an
auntomatic, hLorizontslly-sliding fire door, normally open, and the other a self-closing;
smoke stop door; nct necessarily a fire door, swinging with the exit travel and normally
close : :

€. Bzcause of the potential of smoke damage, all openings in the separation, except
ducts, should be protected with normally-closed doors, ;1xed flre windows, or glass
bIock. (Electronic equipment areas are normally operated under positive pressure.)

203-5. Fire protectiocn ratings of fire doors, fire dampers, fire windows, and fire-

resisting glass block shall be as determined and reported by a nationally recognized test-
ing agency in accordance with "VMethods of Fire Tests of Door Assemblies™, NFPA No. 252, UL
10(b), or ASTM E152 : o '
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< 203-6. Installation g cludir
“ o and gluss ‘E)fp"r”o‘\;/e'ﬂ‘F Reldase-
S w5 ;

and Windowh

FARRREEN SSE 3}
*

R B lowing table:

i “Fire-Resistance Classification
of Pcrimeter Separntion

More than 2 houyrs.

2 hours

LessbthanVZ hours .

1 hour ) : ;

- Fire Window Frame for Light Exposure,®

WERE R

203-9. - Viewing windows

tion.

_ a, The use of double sets of daors;
desirable doors of any. construction,
held in the mpen nociticn by

The fire doors may, il desired,
rarchitectural doors shali

b. When the fire exposure in the
automatic sprinkler protected, a fire
X ¢. When extending the electronic
~»corridor,'conference room, ©Or similar
‘. this room oy ccrridor
. cuteffs and fire doors ¢
A S area included.in the elecironic cquipment

matic fire door proteciion
203-10. The total area -of

twenty-five percent of the

Separation in any plane or elevation,

204, INTERIOR CONSTRUCTION

ize limitationg o

0574 6v:: CLARDF

203-7. Fire-vesistance classification of fire doors shall

equipment area to include a low
area and installing the viewing window bhetwasen
and the electronic equipnent,
Or other protection for openings will then apply to the entire

d. Limiting the viewing windows to the size
for such viewing windows,

211 openings in a fire-resistive separation shall not excead
total surface area

e e N T

Ha 38 todiogaitodgus; “irs virio,
Z§d1 Sra s ot QQR, . 80, “Five Doors

be in accordance with the fol-
. . : . »
Minimum Fire-Resistance Classification

' of Fire Doors for Openines

3 Hr. (A) with Temp Rise -
30 Min. - 650°F Max,

1-1/2 Hr. (B) with Temp Rise -
30 Min. - G50°F Max, ,

1-1/2 Hr. (B) or (D) or 1 r,
~(B) with Temp Rise - 30 Min, -
850°F Max, ‘

3/4 Hr. (ﬁ) of (E)

203-8. ' Fire windows shall be listed windows with the label on the window frames, which
read, "Inspected Fire Window" (approved for moderate or

light

and special architectural treatments for entrance doors may be
‘provided in the separation provided they do not violats: the fire integrity of the Separa-

one set of normally closed architecturally
and a second set of swinging or
Fusible 1livks or
be concealed,
not interfere with

sliding fire doors
otner automatic fire detection devices,. -

In such installation, the swing of the
the operation of the fire doors;

adjacent poriion$4of the building is light and
window.assembly

may be used for a viewing window.
fire hazand
The requirements for fire-resistive

area,

of the fire doors and providing auto-

from finish floor to finish ceiling of that

OF ELECTRONIC EQUIPMENT AREA.

204-1, The requirements in

204-2. Vhen arcas in an ]
edquipment areas, all_ pons ructury
ARSI

Section 204 are designed to produce an electronic equipment
area that will not in itself provide the fuel for a disastrous fire, .

T

ine structure are to be converted fax nse oo alanfvnnic_

—

Sombustiple materidTe Within the perimcter separations

_of the equipment “arens shall B removed,
204-5 below, T———

204-3. ALl materials installed within the
ment areas including those used for walls,
systems, wall finishes,
sound deadening boards,
ductwork,
exposed wood moldings and trim are

vapor barriers,

204-4, When raised floor systems are used
4 concrete; steel, aluminum,
of vinyl or rubber materials are

horizontal shifting of floor

e e e

e e

except

suspended ceilings and their suspension systeus,
acoustical treatments, furring strips, battens,
and other constructions shall be noncombustible,
permitted,

or othér noncombustible
permitied for levelins
panels or decking.

as permitted in baragraphs 204-3 and

perimeter Separations of the electronic equip-
partitions, raised floors and their supporting
-insulations or

€xcept that minimum amcunts of

in electronic equipment ‘areas, they shall be of
nmaterials, except that minimum amounts
scaling, etc., or to prevent

LYEa )

4

.
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b 204-6. 1f the structural floor in the electronic equipment area is lower than the 3
-resistant to water leakage as practicable, Expansion joinls should be flashed and/or

otherwise protected,

a
-~ conform with the appropriate provisions in NFPA No. 904, "Air Conditioning and Vent

ratings.

e g ‘ L

, v:a‘ flf?ri;:, (TN Cramps susll pe concrete, sl M*minum, 0£ olher nouvuns
e e aved FoNRélease 2002/05/16 : CIA-RDP78-065044800300010030-4 |

¢riovable access panels 61 scetions
vsy wiring and all space
emergency.,

. b. Fleoring or decking'shall consist of casily 1
providad in sufficicnt giantities so that power aud signal eab

L
encath the raised floorine or decking is aceessible in case of
- A N r

‘..

» €. Jodnts around floor panels or secctions and openings in the flooring or decking for
cables, wiring or other uses shall be protected to miniwize the entrance of debris or
other combustibles bencath the flooring or decking, This may Le accomplished by noncom-
bustible: covers, grilles, screens, gaskets, or by locating equipment directly over the
openings or joints. Cable and wire openings shall be made smooth or shall be otherwise
protected to preciude the possibility of damage to the cables or wiring. .

d. Fascia or closure plates, which form side walls for ramps or edges of the flooring
system, and handrails shall be of noncombustible materials,

: e, Commonly used floor coverihg materials, such as resilient floor tile may be used
on the raised floor decl:, : . - : .

204-5. VWhen a raised floor system is to be installed in an area having combustible finish
flooring or floor covering, an insulating noncombustible mdterial shall be instalied over
the flooring or floor covering,

adjacent structural floor, it should be equipped with an adequate drainage system. Pro-
vide backwater valves if there is any danger of water backing up through the system,
>

204-7. Floor or roof construction above electronic equipment areas shall be made as
Pt
204.8, When tho

foXe)
<. s zon
a

A~ = -
supply or return air plenum chamber, the ceiling and the plenum chember install

folale)

a

race fornod B a AnIliam o and £1anm Or 1oC? ahava de
race puitataliie T oYMt enp WRG L0000 O rec? okovae ic

Systems™,

204-9, Noncombustible fire stops equivalent to 24-gauge galvanized sheet metsl shall be
installed in the concealed spaces formed by a raised floor and floor below, or by a ceiling
and floor or roof above to subdivide the space into conmpartments not exceading 10,000
square feet or 100 linear feet in any-direction. :

204-10, Ceilings shall be provided with accesg doors, pznels, hatches, or other wmzans of
ready access to all portions of the concealed space above, In fire-resistive ceilings,
access panels ghall be of construction equivalent in fire resistance to the ceiling

204-~11, Fire-resistant separations between separate essential electronic systems shall be

- of noncombustible material having a fire-resistance classification greater than the maxi_

num fire potential of either essential electronic system. In no case =hall the fire
resistance be less than 1 hour. Any openings in the fire.resistant separations between
the systems shall have equivalent fire-rated protection. This fire-resistant separation
shall extend fronm ceiling slab to the floor slab to include any concealed spaces ahove

the ceiling and b2low the floor., When two or more adjacent systems are protected by auto-
matic sprinklers in accordance with paragraph 305, the separation may be of any noncon-
bustible material with or without fire resistive rating, -

e
205. PROTECTION SYSTEMS FOR ELECTRONIC EQUIDVENT AREAS,

205-1, Fire detection and fire extinguishing systemé shall be provided as réquired in

Chapter IIYX

206. ODERATING ENVIRDNMENT FOR ELECTRONIC EQUIDMENT AREA,

- 208-1. The requirements of this baragraph are designed to reduce the amount of combusti-

bles permitted within the electronic equipment area, thereby reducing the possibility of
fire and the Scverity of any fire which may oceur.

206~2, Except as noted below, only the actual essential electronic equipment and auxiliary
eqdipment electronically interconnected with it or which must be located in close proxim-
ity to the esscntial electronic equipment shall be permitted in the electronic equipment
area, : ' ‘ :

+

- s

00010030-4
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- ed witlin ihe elect Tc‘l’

cyg ment arca, V

' 206-4. Snall size supervisory office areas and similar light bazard cccupanciles direcctly
related to the electronie equivment operations may be located within the electronic cguip-
ment avea, provided that all furnishings are metal and adequate facilitics are providod

for containing the necossary combustible matorials.  Supplies of paper or other combugii-

blc matcrials shall be strictly limited to that needed for efficient operation,

20o 5. Recordz may be kept in the electronic Cqu1pmenu arca to the extent allowed in
Chapter V.

206-6. The following arec prohibifed in the elecironic equipment area:

a. Any actlv:ty or oceupancy not dlrcctly associated with thp electronic system(s)
involved,

h.'Storage of office supplies, forms, stationery and other combustible supplies

¢. Components of the electronic equipment operation which are neither electronically

interconnected to the essential elecwronic equ1pment or rcqulred in closé proximluy and
either: .

- .
’

: (1) Involve the presence of large quantltles of paper or other combustlble
materlal, or

: (2) Contain szg41f1cant amounts of combustible materlal such as w1re 1nsu1ai10n,
- combustible housing, etc., or

. »

(3) Are in themselves critical to the operatloﬁ and would require a long lead-
., time to replace. (Such eguipment shall be contained in a fire~resistive cut ofif avea of -
its own with such flre protectlon as. is appropriate,)
4, Malnienance bnopo and maintenance operations except for those repair and mainte-
nance operations which must be performed directly on equipment which is impractical tg
remove from the electronic equipment area

area.

= -g, Bulk storage of records (See Chapter V).

.

f. Any other combustible material, equlpment or opcratlon which con:t:(.tutn a hazard
and which can be removed., o P '

"
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CHAPTER III - MACHINES AND CABLES BRI

R

301. SCOPE.

. ’ .

o reme

©301-1, It is the iIntention of this section to include -all essential electronic cquipnent
characterized as low energy devices; for example, digital computation and telephone com-
munications equipment. Though this section is primarily applicable to low encrgy equip-
ment, application of these principles for high encrgy equipment will of necessity require
individual study and consideration to evaluatce the necessary construction, detection, and
protection standards applicable to the level of risk and importance involved.
301-2. In view of the use of combustible materials, particularly plastics for wire insula-
tion, printed circuit boards, and other components as well as the necessary internal con-
figurations ol electronic equipment, it is evident that all essential equipment can under
normal operating conditions support combustion to a degrece sufficient to cause serious
internal damage. Review and examination of electronic equipment, the history of fires in
such equipment, and those combustible materials (insulations, dielectrics, mountings,
printed circuit boards, etc.) essential to equipment desizn shows thHat once started, com-
bustion may continue until extingulshed or until it totally damages the compartment of
origin with potential for spreading to other compartments. It is the intent of these
equirements to mitigate fire deyeloprment and prapacaticn hyliasonabl crteriamdhal will v
I Gl O COL Lible material and side barriers azainst £] . gation
within or out of electronic equipuen S the degree consistent with the operating needs
of the equipment. As a consequence ; specific combustibility classifications are not
assigned to essential electronic equipment. Any equipment not conforming to the recom-

mendations of this chapter, however, may present risks to itself and/or to neighboring
.elements greater than that which is necessary or should be tolerated.

v

P -

Note: Underwriters' Laboratories, Inc., has published a Standard for Safety for "Elec-

£y e S N Yalu ANRT) Trer eisda) A £ S Y
k%2 . pop

<vonle Dotz Troccasing Undits (UL 470 UL 470 TCpLesihnild vite guugmens OX URLIIT-
writers! Laboratories; Inc., in cerining the construction and test standards to deteritine
equipment so constructed that when de-energized, fire is not likely to spre¢ad beyond tae
external housing of the unit in which the source of ignition is located. A unit is

" defined by UL a5 that portion of a system to which identification number is applied. The
requirements of UL 478 are incorporated in this recommended practice; howevey; it is the
judgment of the subommmittee that a single unit as-defined by UL frequently represents an
excessive module of risk and, therefore, reguiremesnts in addition to the requirements of
UL 478 arc included to provide the Govermment with equipment where a fire is Tess likely
to involve an entire unit, ) IR

~

302, CLASSIFICATION OF SYSTEMS OR HARDWARE,

3

302-1, Assuming the guafen mects dhs.cniloria for esseptiality as defined in paragraph
101-3, and thus falls within the scope of this Recommended Practice, the system or hard-
ware shall be classified by functional importance as either vital or important in accord-
ance with 303-2 balow. Subsystems or devices within the system shall be classified
relative to their functional importance to the overall systen. In no case should a sub-
system or device receive a higher classification than the system -as a whole,

302-2. Classifications: T - o

a. Vitul - a system or hardware that is esscntial to opexallons and is Jrreplace

¢r the delay in raPPM™erent would constitute 2 s ss involving the safety of
Lersgns, the _gecurity of the Nafign, an important mission or function of the agency
involved, or a major economic loss,

J%"z; Important - a system or hardware that is _eggg ¥ 5 ButesaQuld, with

difficulty or extra expense be replaced or substitute or, without a critical delay.

303. MACHINE CONSTRUCTICH,

303-1. The requirements contained in Section 303 are designed to provide the Federal Gov-
ernment with electronic equipment which, to the maximum extent practical, will not sus-
tain or propagate a fire originating from electrical defecis or overheating within the
equioment or from a small exposure fire outside of the equipment. The possibility of
ignition from large exposure fire sources 1s not considered since it must be expectsd
that the heat from any such fire would destroy the equipment wheilher ov not the eguipment
became involved. With the realization that it will not always be practical or even pos-
sible to provide eguipment which will not support combustion, the following requirements
-

provide for varionj:me f =ibility of fire and Ligitinc tha
Sagaze wrAPProved FanRelease; S -ClA 8:06501/0003060 4 subdivision,
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© . 303-2. Excepi as modified below, pdranic dad maasin unitsy and systems that
are port of an electronic computer or similar esscentinl electronic cquipment shall con-
“form to the requirewments of UL Standard 2478-1067, "Electironic Data Processing Units and
Systems'.  All other clectronlC cquiprnent shall conform to the requircments given below
and any appropriate and applicable provisions of UL 478, : ’

3

. '303-3. Noncombustible material shall be used ia the.construction of esscntial cluectronic
equipment. All structural memhers; i.e., cabinets, frames, chassis, supports, partitions,
etc., shall be noncombustible. In addition, all nol-structural items such as shields,
covers, and guards shall be noncombustible, :

PR,

Note: Noncombustible is defiped as in paragraph 202-4a as follows: 'Materials no part.
of which will ignite and burn when subjected to fire." The American Society for Testing
and Materials Standard E136, "Determining Non-Combustibility of Elementary Materials,™
shall be used as the criterion for determining noncombustibility within the meaning of
this subparagraph. - »

' 303-4. To the maximum extent possible, noncombustible materials shall be used for elec—
trical insulation, electrical components, component nountings,; and printed circuit boards,
When it is impossible or impractical to use noncombustible materials, the materials used
should be the least combustible available that will meet the operating needs of the equip-
ment., VWhen combustible components are used, additional protegtion of equipment may be
necessary. . .

303—5[dBulkheads and ofher forms of subdivision and compartmentation of a construction
adeguate to stop or at least impede the progress of a fire shall be used to the maximum
extent possible. N ‘ - , -

L

N -
'303-6. .Filters shall comply with Underwriters! Laborateries, Inc,, Class I and shall be
replaceable and be changoed at sufficient frequency to prevent accumulations ¢f hazardous
amounts of combustible dust or lint. , . L -
303-7. If any o0il immersed equipment is used, the o0il should be askarel (nonflammable
dielectric medium) as dzfined by NFPA Ko. 70, »NaTional Electrical Code". Sealed or othar
closed vessels containing liquids shall be provided with energency relief adequate to
prevent pressure rupture in case of fire exposure. ' :

303-8. Foamed plastics or foamed rubber shall not be used fer sound or thermal insulation,
padding, blocking of openings, or any other usc in machine construction. This restric-
tion applies to béth the ordinary types and those types identified as self-extinguishing,
glow-burning, or non-burning. ’ : “ ) "

303-9. When special fixed fire protection systons are necessary, they shall, whenever pos-
sible; be specified as part of the purchase, leasing contract or design, and shall be in-
stalled as an integral part of the equipment. Such systems include, but are not limited
.to, _detection and extinguishing systems, - : - o

304. CABLE CONSTRUCTION.

304-1, Cabling is defined as being those power supply and signzl conductors which connect
to vhe units, between the uniis, and between major subdivisions as opposed to those con-
ductors which are internal to the units, Specifically, a cable passing through an equipe-
ment cabinet wall shall be identified as cable when external to the cabinet, but may bz
identificd as internal wiring when it is within the cabinet, . . ’

304-2. Zdgpal carrying gahles and power conduglors should be physically separate except
that interconnecting cable may carry boln power and signal when specifically designed for
*this service and specifically approved by a recognized tezting laboratory for the services
involved, The separation batween power and signal cables should be sufficient so that a
fire developing in one group shall in no way affect the.operation of the other group. To
the greatest extent possible, a noncombustible fire stop 1s recommended bestween powsr

cable groups. )

304-3. In any case where cables are supported by racks, trays, or other supports, the
entire support system shall be of noncombustible construction,

304-4. It should be recognized that cables may burn vigorously when in groups. The group-
ing of cables should be avoided to the maximum extent possible. 1In congested areas such
as cable tunnels, special protection may be nceded due to the difficulty in locating and
approaching a fire, o '

Approved For Release 200240-5/16 : CIA-'.RDP78‘-06501A000300010030-4»
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304-5. Cables whose insulation has been treated to minimize the development and propagn-
tion of fire, which can be identificd as flawe retardant and those which have been tostod
‘and accepted by recognized testing laboratories, are preferred and recommended for use in
conjunction with essential electronic equipment. Their use will reduce but not eliminate
the {ire hazard from cable groups relerenced in paragraph 4 above.

305. FIRE PROTECTION COMPONENTS. ’ ' ' .

305-1, This scction describes four fire protection systems that may he employed for
essential electronic eguipment protcction, The following section 306 descrihes the con-
ditions under which one or more of the fire protection systems will be required.

305-2, Automatic Sprinklcp‘Equibménﬁ: )
a. Automatic sprinkler proiosdd id cctio L ipme arcas shall be
in accordance with NFPA No. 13, "Sprinkler Systems®, EBach automatic sprinkler system
shall be provided with both local and automatically transmitted water flow alarm. The
sprinkler system should preferably be valved independently from other sprinkler systems.

b. It is pol tha jntept of this recommended practice to requir Lklers unde
al si e B S0 it In a situation where a raised floor encloses larger
volumes, is greater in depth, ipclugeg extensive cable runs, allows for the possible

accumulation of combustibles, &TC., Special consideration should be given to the inclusion
"of sprinklers. '

305-~-3., Autcomatic Fire Detcction Equipment: » ' ) I

2. When required, ig fire detection equ gLl capable of detecting fire in the
jocdpiont siaga.shall be ipstalled. The equipment used shall be the t-of combustion
= izati (2. Installation shall be in accordance with current NFPA standards for .
equipment of this type. Each installation shall be engineered for the srea to he nrotent.
ed giving due consideration to air currents and patterns within the space, under floo=z
areas, false ceiling spaces, cable ways and tunnels and return azir ducts cornected direct-
ly to equipment. Consideration alsc should be given to establishing a specific perfornm-
ance objective for the fire detection equipment, such as detection of a certain size and
type of fire within a fixed period of time. When a performance objective is §pecified,
it shall also be specified that the cquipment must not give false alarms with‘the sensi-
tive setting nececssary to meet thé pevformance objectise. In the instance where a fire
cecticy sk is included with an installation, the detection system ghall sound ag
alarm in the area. Vhen a fire alprm sSysiew,is in use, it shall be used to transnit the
electronic equipuent area’ alarm to 2 constapily svpervised location.

-

kY
ment should be arranged to ghuk down all power and alr cogdi-
v e involved equipment, except where air handling equipwent is specifically
designed for smoke removal, . : . S

Note: Shutdown of all power and air conditioning will not always be possible as this
feature requives precise zoning of the detectien equipment, It ey be better to use the
detection equipment to shut down power to all equipment in the area. Again, with the air
conditioning, it may be better 15 keep the ajr.conditioning running te clear out the .
smoke using the detection equipment if possible to gopyssd—dwe~adr canditionine from je-
irculatd " 83 ; | _:) X t.. There has been a fear that the
air conditioning system will supply fresh oxygen to the fire. Howsver, there is suffi-
clent oxygen already in the room to feed the largest fire likely to occur, thus reducing
the importance of this fear, ’ ‘ s

-
.

305-4. Portable Fire Fighting Equipment:

- &, The requirements of this paragraph are designed to provide fire extinguishers
which will be immediately available and capable of controlling incipient fires in the

celectronic equipment area. (arbop.digxide fire extinguishers or hose recl systems are
recommended for the energized electrical aspects of the problems. No ather Class C
(electrically nonconducting) gxijpsuishing azents should be used. Plain w ir

extinzuishers are required ip additTon to the carbon dioxide extinguishers because of the
nevitable presepce of ordins ombustibl (paper, wood, cloth, plastics, etc.) in the
form of records, logs, work sheets, interior finish or decorations, etc.

. b. Every elecironic area shall b2 provided with carhaon.dioxide fire extin-ljshars,
profiinently located so that no elecirically powsred machine or other electrical equipment
is more than 50 feet travel distance from a carbon dioxide fire extinguisher of at least
15 iNC CADOCILY e
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< have to trayel mo thi Y to obtain a fire extinguisher having a capacity of at
. least 2-1/2 gallons » ) » ,

-~ senses for fire detection is considered to involve a degree of risk dwue to the variations-

Approved Fokaélease 2002705116 :jC|A-RDP78-0650woo3ooo1_oo3o-4‘

¢. Each electronic ¢guipment area shall be provided with plain wnter fire exti;
ers, .proninently located so that pg person working in ihe electrenic CQuipnent area Shall

: d. All fire extinguishers shall be proﬁerly maintained, charged, and in good working !
order. Fire extinguishers shall not be blocked or located so that a small fire may block =
the approach to the fire extinguisher, ‘ ' ‘ )

-~ 306. DESIGH OF THE FIRE PROTECTION SYSTIM.

306-1. The preceding section (303) described various fire protection equipment which is
applicable for use upon essential electronic systems, This section will focus itsolf
upon the types of fire protection systenms required for the two classifications of essen-
tial electronic systems. ,

306-2. . Vital Systens All 'vital electronic systems shall be protected with-the following
combination o1 1ire protection equipment. : . , )

a, Automatic Sprinklers. Aulomafic sprinkler puoteciios {pzr paragraph 305-2) shall
‘be provided ; the entire electropic eguipme 2 The purpose of sprinkler protection
is to limit and coOnTrol major fire incidents and prevent total destruction of the elec-
tronic system. Sprinkgggmprqggction does noti provide the first line of defense, but is ‘
included to prevEni &R incident WHICH A4y Progress beyond “‘cohtfol "from developing into a
major disaster involving total destruction of all equipment in the area.

[T

b, Automatic Detection. Autonmati glection (per paragraph 305-3) shall -be provided
the entiy i ic egquipmengi ar his shall be in addition to any human super-
vision that may be presen While human supsrvision is considered satisfactory for fire
deftection involving only important electronic equipment, such total dependence on human

P e

in human olfactory sensitivity,
’ T . i E R .
¢. Manned Respopss Adegquate persomnnl shall be bl o i to the

electrofiic equipment area on a 24 hour-a~dFy Rasds, to respond to any alarm with effective
irs W firefiohtinz. The reSponoentis shall be familizr with the equipment and utility

supply layout and thoroughly trained in first aid fire suppression and in system opera-
tion, access, and shut-down. The intent is to provide immediately a maximum Feasonable
fire suppression effort pending the arrival of professional firefighting personnel and
equipment. ) -

I s

d. Portable Fire Tighting Equipment;" Portable fire fighting equipment shall be pro-~
.vided (per paragraph 305~-4) . | - y :

306-3. Imgg;;ag; SYStOE§I - 211 important électronic Systéms'shall be protected with the
followling comblnation of fire protection equipment, ) ) !

a, Automatic Sprinklers. utomatic sprink otecti (per paragraph 305-2) shall
be providad for the entire electirrnic equipment area, Sprinklers are installed to limit
and control major fire incidents and prevent total destruction of the installed units.

b. Automatic Detection. Automatic detection (per parvagraph 305-3) shall be proviﬁed
for the elect onic equipment avea. ,

(1) In the event that important equipment is unattended, whether operating or
non operatinsg, and no reasonably quick and effective manned response is available auto-
matic ionizg Jon t o b iL ol mdnd L LG In such cases the sprinkler
system w1l 12 relied upon for both fire detection and suppression any time the equip-
ment is unattendad, ) .

ey

. (2) If important equipment being protected 1s, during all periods when it is
energlzed, under the constant supervision of an operator or othar person familiar with the
equipment, the pervision may bg _gopsidered as satisfyino tha regquirements of fire

efctection. 1In SUCH case, ecsily o essible coniliols shall be provided to shut JOTZigEwreT -~
&0d _21r conditionins §guigqut involved., This may be a mastel control Switch or & Sepa-
o contiro

rate switc a single unit,

¢. Portable Fire Fighting Fquipment, ©Portable fire fishting aapaiprernt shall bawpro-

©wadded (per paragraph 305-4), Thron extingulshers provide the fire protection equipment
. e e e imerremmnras

. F : > provade th ectaion egulpnms
for first line defense when mannec responst is available, !

. . L
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307,1, This section is concerned with the prevention of a multiplé disaster which destroys

or causes serilous. damage to more than one system of electronic equipment.

. N .
307-2. DNormally, separate essential elcctronic systems shall not be combined in a single
fire area, Separaltc systems shall not be located in the same firce area solely because
they work on similar problems, arc assigned to a single operating unit, or are under ‘com-
mon management. Separate electronic cquipment operations, may however, be located in
adjacent fire arcas with properly protected commuhicating openings in the sepvarating .wall,

307-3. In special cases when it is necessary to locate more than one essential electronic
system in a single fire area, judgment shall be excrcised to provide ithe best possible
separation of systems and of other essential equipment. . <7

307-4. When multiple electronic systems ave installed in the same fire area, the fire
rea s g.characterized by the hichest plossificati uipment jnstal - Te,

a "vitalY system B n a given area, then the entire area and all included
equipment regardless of classification shall be subject to the same. fire protection
criteria, Design of the fire protection system shall then take into account the nature
and quantity of the equipment installed as well as the important classification.

308, TRAINING,

Ll

308-1. It is of cardinal importance that all personnel involved in the operation of .
essential electronic equipment be thoroughly trained in the use of all the fire fighting
equipment available within or adjacent to the operating area. Furthermore, the personnel
should all be thoroughly familiar with the electronic systems protection procedure
requirements in the event of a fire in addition to the capabilities and limitations of the
fire fighting equipment available to them. . . o

308-2, Afles iniiial {raining and orientation with the fire protection and detection o
systems used within the operating area, gll peysonnel shall attend semjapnual refresher

traioing ses3ions designed to update their knowlsdge of the equipment and procedures to

“be used iq the event of a fire,

4

»

Ll

Approved For Release 2002/05/16 : €IA-RDP78-06501A000300010030-4

1w

ie ..




i

il ot

- 401-2. When air conditioning is provided for the clectronic equipment, the air distribu-

e
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401. AIR CONDITIONING SYSTELS. o S

401-1. Air conditioning systems shall conform to the requirements of NFPA No. 904, "Aiyr
Conditioning and Ventilating Systems™, and to the additional requircments set forth
below, ' ' )

e

tion system for the area invelved and associated rooms and repair aveas shall be complete-~
1y separate and indeperndent from any other air distribuiion system. The refrigeration -

. ecompressors, brine circulation system, cooling towers, or similar equipment may, however,
be common to other systemns 1f desired, :

a, The requirements of paragraph 401-2 may be modified if the design of the air

;diStribution system positively prohibits the spread of fire, smoke, fumes, ectc., from

exposing areas into the electronic equipment area, In such cases, fire dampers or fire
doors shall bz provided to maintain the fire integrity of the equipment area enclesure.
(See sections 203-4, 203-3, 203-6, and 203-7 and the National Fire Protection Association

. Pamphlet No. 904).

401-3. All duct insulation and linings, including vapor barriers and coatings, shall be
ponéombustible, (See paragraph 202-4). . :

[T

401L4. A1l filters shall be noncombustible (meeting the requirements for Underwriters!
Laboratories, Inc., Class I ov better) and cleaned or replaced as necessary to prevent
combustible dust or lint accumulations. .
401-5. Air ducts serving other areas should not pass'through the electronic equipmenf
area., When it is impractical to reroute such ducts, they shall be encased in a fire-

“pesistive duct, equivalent to the fire resistance of the enclosure for the electironic o

equipment area. Such ducts shall not pass thurough any special records storage vault ox
room.. . .
m.

402, ELECTRICAL SERVICE. - . : o

402-1. The requirements in th&s-sectiqn apply to 21l power and service wiring supplying

the electrounic eqguipment area #nd the équipinent. The equipment and interconnected wiring

requirements are set forth in Chapter III. L
i \

402;2. All wiring shall conform to NFPA No. 70, "National Electrical Code", Viring to

~ele¢tronic equipment shall be flame retardant and if run under raised floors; it shall

alsb,be water resistant. Communication or other wiring of similar nature under raised
flodors shall be separated from lighting or power circuit wiring as required by Article
800-3 of NFPA No. 70, If the space below the raised floor is used as a plenum chamber,
the, installation shall conform to the requirements of Article 300-22. Bundling or stack-.
ing of cables in large groups should be avoided. Abandoned wire shall be removed from
the under floor space, ' : :

402-3, Service Transforuers should not be permitted in the electronic equipment area,
However, if such a transformer must be installed in this area, it shall be of the dry
type or the type filled with an Underwriters! Laboratories, Inec., listed Nonflammable
Dielectric Medium. Such transformers shall be installed in accordance with the require-
ments of the National Elecirical Code, Tt

402-4. Junciion boxes under raised floor areas are to be avoided. If they must be used;
M

they shall be metal, completely enclosed, readily accessible, grounded to the electrical

equipment ground, and in compliance with the National Electrical Code requirements as to
econstruction. They shall bz securely fastened to the -floor. Xo splices or connections

shall be made in the underfloor area except within junction boxes, or by means oi recep-
tacles or connectors which incorporate grounding wires and which have positive means %o

prevent accidental disconnection or loossning.

403. EMERGENCY POYER CONTROLS.

-403-1, A prominentl 2 1 . witoh(s) shalleebamamaatied 2t coch Diilamad

entrance he CleCLronie oomdmmenbvatea anmediately within the entrance, These switches
T®nnect power to all electronic equipment, These master control switches shall

be in addition to any emergency shutdown for individual machines or other units of

‘equipment. . ' '

' Approved For Release 2002/05/16 : €3A-RDP78-06501A000300010030-4
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501. GENERAL STORAGE. o .

. . 5 o~ .
©5p01-1. Section 501 concerns reducing fuel for fire by prohibiting the storage of all com-
“bustible suppliecs and materials not necded to accomplish day-to-day operations,

- " 501-2. Of necessity, the operation of electronic equipmént involves storage of sizeable

gquantities of combustible materials. DPrint-out papers stationery supplies, unused mag-

‘petic and paper tapes; packaging materials and other types of flammable supplies ave

customarily storved. If not rigorously controlled, the stlorage of these items may becoms

\a seriocus fire hazard. An accumulation of supplies should be clearly recognized as fuel

»ioad for potential fires which might damage costly computer hardware and destroy valuable

records,

501-3. Within the elecironic equipment area the storage of all combustible supplies shall
‘be restricted to the minimum level required for efficient day-to-day operations, and these
‘Y materials shall be kept in totally enclosed metal containers or file cabinets.

;7 i1501-4. Storage rooms outside the electronic equipment area shall be provided for reserve’
‘stocks of supplies, including paper, unused magnetic tapes and other items required for
‘eontinuing operations. .

[

'502. PROTECTION OF RECORDS.

1502-1. Section 502.details requirements for protecting various types of records involved
;in the use of electronic equipment, and methods for protecting the different recording
imedia used. Reguirenments for protection of records on paper-based materials are derived
ifrom extensive experience with paper in fire situations and long-established standards.
iOn the contrary, protection needs of records on plastic-based materials are determined by
‘more limited experience and knowledge. Yet it is known that plastic-based materials are
fmore susceptible to fire damage than paper-based records, JProtection methods, sufficient
ruard paper records, are less than adeguate for plastic-based nmaterigls. )

!502-2. General. Some electronic installations involve the creation, use and storagc™ ol
:large guantities of input records as well as print-out records. These records in some
-'instances can be more important to continuity of operations than the electronic equipment
Citseldf., ) :

i502—3. Eecord Media, Typical idunput recording media include punch cards, pl&stic— or
metal-based elecironic tapes (on metal or plastic reels and in metal, plastic or cardboard
..containers); paper or plastic punch tapes; microfilm and other photographic hedia; control
!panels, magnetic disks, memory drums, memory cores, and other media usual’y in machine
language format.

i

-1802-4, The degree of protection provided records shall he directly related to their im-
portance. In this context, importance will be measured by an evaluation of what the loss
‘of a particular record would mean in terms of accomplishing ihe mission of an electronic
system, and the reestablishment of operations after a fire. To maintain a reasonable

- sense of consistency, it should be assumed that electronic equipment capable of properly
processing input records will be available. The following method for categorizing all
records, based on their relative importance to the established mission, adopted Irom
NFPA No. 232, "Protection of Records" shall be used. This method prescribes that a’l
records sh-11 be evaluated and assigned to one of four genecral classes. It simplifies
the proble of safcguarding, assuring adeqguate protection is provided where required and
“superior protection is not used unless warranted. The four general classes of records
are: , .

aw

s 1 (Vital Records). Records gssentia the mission which cguld not he

Ly reprod obtaingd e ) , Examples include indispensable program records,
master records, accounts receivable, specified wiring diagrams, and various types of
operationzl data, Examples also may include emergency opsrating and rights and interests
records designated by an agency for use with the National Emergency Preparedness Progran.

b. Class 2 (Important Records). Records possessinc.a high valug to the mission but
which, i 3 d 2 reproduced, or reconstrucied with difficulty or.exira sxpanse.

Loss of records in this class would cause a comsiderable delay in execution of the

Scion. Examples include statistical records maintained to cneck operating costs, man-
power and material utilization, designs in process of development, and records of ex-
periments in progress. ] -

b4
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- e, Class 3 (uscful Rccords)n Bccords_ﬁhich coudd g zeadily replaced without pre-

senting oo insurmountable obstacle to prompt restoralion of opErTTions,Lxanplies might
include piogram records. conlribuling to accomplishment of mission but pusscasing less than
a high value, and procedural 4instructions for use as cxamples 1n solving speelal problenms,

d. Class 4 (Nonessential Records). Records which upon examination ave found uvnneces-
&ary to ECCGmnliS e A e e and records which in accordance with prearrango
o plans and authorizations are eligible for destruction, or crasure of recorded datz on
magnotic media, .

e o

502..5, Memory Devices. lemory devices involve a wide range of configurations designed to

store specific kinds of data in a computer assembly. Each memory device must store data

: in an arrangemcnt compatible with the computer in use. Protection of a memory device

ST S therefore concerns safeguarding the data which is loaded into the unit and. its capability

_ } to function properly., Y 3vice such as a metallic drum, plated wire core,

3 magnetic donut, thin film, or disc file ig_permanently mounted within the housing of a

- © computer mainfiame or peripheral equipment, the fire okl cllon required shall be equiva-~
ent to that prescribed for the equipment. Protection requirements for memory devices in
this calegory are set forth 1n Chapter 1II, entitled "Machines and Cables", When, however,

: ‘punched cards, magnetic tape, or magnetic strips which do not remain permanently mounted

T within the eguipment are used, these types of memory devices sHall be stored in containers

‘ appropriate to protection of the medium concerned, as specified in paragraph 6, 7, and @

below. Memory deévices in this category shall be handled as machines and equipment with ¢
i required protection being deternined by relative importance of the data to accomplishment

-3 “of the mission and the degree of exposure involved, . '

"

. Records Kept Within the Electronic Equipment Area But Not Mounted or Located Within
stem,

1 s02-6
the §

A s

a. General. - The quantity of such records shall be. kept to the absolute mininum re- o
quired for immediate use,.

. b. Records ou Paper~Based Materials. o Ny o

‘ (1) Vvital and impor - paper-based materials shall be stored in
Llass A, B, or C safes, ass C insuloted record contalners or Class C insulated filing
devices accOrding to the degree of fire exposure involved, These classes conform with
NFPA No. 232, "Protection of Records', (Class A is rated at 4-hour protection, Class B at
2-hou€ and Class C at 1-hour,)

A - - . ».

i : . ‘ “ :
- ~i (2) Useful records shall be stored in totally enclosed metal files or cabinets.
1

(3) Nonessential records (Class 4) shall iaintained in (2) the glectronic
Lqulpgent area, (b W&m—% 0r (C)SeCULILy JepOtitory, Rather,
recordgs assigned to Class shall be accumulatéd in a disposal staging arcay, or the
equivalent, pending avthorized disposal. .

¢. Records on Plastic Materials. All records on plastic materials shall be stored
in mnisture-resistant containers within Class A, B, or C safes or other Insulated filing
devices according to the degree of fire exposure involved. S itz nds) and

o 2 (Important. Records) shall be watored in_ A, Boor C sales, as appropriate. To pro-
vide records on plastic materials with adequate protection, safes or filing devices

selecled for use shall be constructed with inner repositories of specizl liners designed
to eliminate or reduce the internal release of heat and/or stean., Any Class A, B, or O
s8ale, Class C insulated container or filing device, that is also identified as Class 150
b 1oy Selaborgtories, Inc., shall be considered as having sufficient protection
o prevent internal release of heat and/or steam for the pariod of the hourly rating
indicated on the devica, -

Note: The vast majority of plastie tapes are kept on reels constructed of readily cou-
bustible polystyrene or other plastic materials. Tape reels are usually inserted in
individual cases made also of readily combustible polystyrene, although some reels are
stored by means of a wrap-around band covering the slot in the reel. This type of band,
which eliminates use of an individual reel case; is commonly made of polyethylene. Tape
reel packs, consisting of plastic tape, plastic reel, plastic resl case or wrap-around
band, present a serious fire development potential, particularly where large quantities of

) tape are stored. Sericusness of the fire potential arises because burpipg & igs .
~o& lie plestic dnyoluad axe extrepaly hazardous. beine much more severe than the equiva-
e,

Jent chavacterisiics of papor.

-

o8

B
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d. Tecords on uec11 Materials.

: (1) Vltal and 1r001uant rccorﬁu shna 11 b“ siored in Claés A, B, 6r C safes, or
Clncs C 1nsu11ted filing devices accordlnb to the dagrec of fire exposure involved.

] (2) Useful records on a metal base do not rﬂqulxe speclwl protentlon unless the
reel or container is of plastie or paper type material,  In such case, the pIOTCCtl“n
shall be as indicated in b or ¢ above. : o H

502;7. Records Stored Outside of the ElCCtrOhié Equipment Area, . ‘ ¢

a. General. To the maximum extent consistent with efficient cperations, all records
shall bz stored outside the electronic equlpnenu arca. An adjacent, properly protected
records or tape library opecning dirvectly into the computer area and meeting the requilre-
ments of subparagraph b, c, and d below constitutes an acceptable area.

b. Records on Paper-Based Materials,

(1) X and importa crords shall be stored in Class A, B, or C safes, Class
C insulated record containers, Class € insulated filing devices or in fire-resistive rooms
or vaults. Records should be stored in locations subject to no more than light hazard
fire exposure and the protection equipment and records storage ro (or vault) shall
a fire resistsnce of at least one hour, In instances wnere records must be stored in

locations subject to a nigher degree of exposure, fire resistive qualities ¢f the protec-

tion equipment used shall be increased to 2 level commensurate with the hazard jnvolved, -
but not. less than 2-hour fire resistance for ordinary hazard cxposure ox 4 hour for extra B
or high hazard exposure. Records storage rooms and yaplis ghall ols vided wit

or offer InaThlled f;,g Qﬁ?lngulshlnw systens as presc 1Lbd elsewhere

in this handbook

(2) Useful records do not re
quired for paper storage, in close proximity or important recordsi-
In such cases; prote0u10n requltcwentb for the most valuable category will similarly apply
to other categories stored in the immediaie area. . -

¢. Records on Plastic Materials. _yital, jmpoxtant, and usef ful xecords Qhall be
Stored ip s saeparate fivesresigtive.caaa.or vault gguippad-wi-di automatic soripnkler pro-
ion. In locations of light or ordinary fire exposurc to the vault, the vault shall

have a re-resistance rating of at least ours. In areas of higher fire exposure the
vault shal ave a lire-resistan g of 4 hours or more depending on the degree of
fire exposure involved, + .

. d. Records on Metal Materials., Recoirds on metal materials require the same protec-
tion as paper records except that installed fire extinguishing systems are not requl?od .
for vaults used exclusively for ine storage of such materials,

Note: See Appendlx R for descriptions of the fire hazards of occupancies,-

502-8. Record Containers., When records are kept in combustible cases, boxes, or other
containers, protection shall be the same as requivred for the most hazardous or damageable

"media in the total assembly. The type of container will be determined in accordance with

‘the class of records involvad., ' ) .

502-9, Duplication of Records. The surest method of safeguarding records counsists of
duplicating and storing copies in an area scparate from the originals. This normally
assures that the two sets of records will not be subjected to damage from the same fire.
In some electronic installations, duplication of records on the same or different media
is a common practice. Government-wide standards describing the resistance of different
magnetic tapazs to fire exposures have not been officially Cbtabllshed It is known,

-however, that fire exposure which would not damage paper-based materials may seriously

deteriorate magnetic and other plastic-based recording media,

..pn paper; plastic, metal or other bases_ghall be
; amibanoald Orerating nrmaaduzgi duplicates shall be stored in a sepsrate
ire area from that housing the originals, preferably in a separate building.

b. Whenever practical,;. Class 2 (dmportant) ‘records shall be similarly duplicaied
and stored,

502-10. Records in Locations Subiject to Building Collapse. Records prerequisite to the
operation of an electronic equipment installation shall be housed in buildings having suf-
ficient resistance to prevent collapse under the maximum expected fire exposure. Instruc-
tions in Chapter II, applicable to location and construction of buildings housing elec-
tronic equipment; shall also be adhered to in.selecting buildings to be used for storaoge
of all vital, -important and useful records reguired for electronic equipment installations

Approved For Release 2002/05/16 CIA1I§DP78 06501A000300010030-4
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- CHAPTER VI —~ MOBILE EQUIPMENT

PludinbRimRa e

6011, The term wobile units 2s used in this chapter-shall mean parked ox positioned
trailers and similar equipment used as substitutes for traditionol building structures to
house essaentinl electronic equipment, Electronic equipment opecrated in vehilcles in nmoticn
{5 not included. : ‘ ) ¢

501;2_ To the extent applicable, the requirement in the other parts of this document
shall be applied to mobile clectronic equipment. In particular the requirements covering

~the use of only noncombustible materials for construction, insulation, and interior finish

of electronic equipment areas, the special protection requirements of electronic equipment
and the protection of records shall be followed in intent when conformance in fact is not
pessible. Listed below arve specific requirements unique to mobile eguipment,

652. TRACTION SOURCES.

Where internal combustion engine powerel tractors or similar means .are used as the notive
pover- for the movement of mobile equipment, Such equipment shall be disconnected (includ-
ing the fuel supply) and removed a sufficient distance from the electronic equipment so
as not to prescat = fire exposure to the elecironic equipnent.

603. SPACING, ’
Mobile units should be separated insofar as feasible. , o o : -

604, TRAILER CONSTRUCTION.

‘Trailer bodies or the body of other types of mobile equipment housing electronic cquipmcnt

shall be of noncombustible construction. Magnesium or other materials which can contri-

pute to a fire shall not pe used, . o o . . -

- . i

605, TEMPORARY CONSTRUCTION. S R d

Connecting corridors and other temporary construction used in connection with, or in close
/

proximity to, the electronic equipment shall be of noncombustible materials.

606: GENERATOR HOUSES. R L -

Genarakor houeszs or other facilities using flammable liquids shall be located a sufficient
Sdsignce from the electronic equipment so as not to present a firve exposure 1o e eldu~

tronic equipment. This distance shall be at least 50 fge% unless the maturzl terrain or
other noncombustible barricades provide a fire barrier between the fuel, and the electronic
i L, Ve

equipnent.

T
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701, GENERAL,

Emergoncy operations include the establisbment of programs for firefighting and other
self-protection organizations, salvage procedures, arrangenents for continuance of opera-
tions after fires and programs for the replacement’ of destroyed records,

- 70Z. FIRE EMERGENCY ORGANIZATION. ) ‘ . A B S

702-1, Av goerpency fire coptrol ofganization for each electronic equipment operation
Lablished, The followlIng paragrapns describe functions which should be in-
cluded in such crganizations but do not atteupt to dictate the exact organization. Each
facility must determine 'its individual best method of providing the needed proiection.

702_2; The pqrﬁose of the fire emergency plan shall be to:
| é. Prevent or‘minimize danger to life‘andAtg prevéﬁt injufy.
b. Prevent or minimize damage to elecﬁronic eguipment. ‘
'é; Preven% or minimize danger to vital and impcrtént records.

d. Prescrve thz ability of the eléctronic equipment to perform its missions,

. . N
e. Prevént or minimize damage to other operations and equipment,

... . Preveni or minimize damage to the building housing the operation and other build-
ings in the area, : . .. :

702-1. Emergency team$,should be organized and trained to use the available first-zid .

firefighting eguipment to combat incipient fires. A1l personnel in the area should also

be trained in the use of fire extinguishers and othaer availshle firctonid fivefighting

-equipment ior independent action and to reinforece the emergency teams, ) )
- ]

702-4, Dutiés of the emergency teanms should include:

~ a. Ascertaining that the fire alarm has been turned in and the fire departmant has
been called, : : :

- b. Assuring the evacuation of personnel ¥from any area of fire danager,

¢. Directing emergency shuidown of electronic equipment and utilities. Normally,

’ building lighting should not be shut down,

-~ -d. Conducting firefighting operations until relieved by the arrival of the fire
department or other higher authority. ’ - .

e. Divecting the fire depariment to the scene of the fire and stauding by to aid the
fire department and provide information.

f. Directing the removal of portable equipment and records endangered by the fire.

g. Informing management of the incident and extent of:loss and damage. )
702-5. As can easily be scen the dutics of the emergency teams require considerable pre-
planning and training. In addition to being trained in the effective use of ths various
types of emergency equipment, -it is essential that prac¢tice drills be held frequently and
the entire operation, to be followed in case of fire, studied and practiced. ZEach member
of the emergency teams should know which equipment and records are the most important and
should therefore receive the first attention in case of fire, .

702-6., VWhile the training of the emergency teams should be the mest complete, all person-
nel involved in the operation of electronic equipment should have a good understanding of
what to do in case of fire, be ready to support the emergency teams and be able to act on
their own initiative if necessary. It ds of prime impavrisnce that everv person vorking in
an electronic equipgent arca knoy how and when to Nse.eneregency shutdown controls, any
etixed LAt pealaciion systems; and portable fire extipcuishers :

t -
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;  %03. SALVAGE OPERATIONS.

.703-1. In the event of fire, particularly fires which advance to the point where there is
eittior the spread of smoke or the use of water, prompl salvage operations can aid greatly

. ; . / . ] - - {
in rapid restoration of operations and limitation &f damage. Immediate action is one of £
the main keys to successful salvage operations with preplanning before the fire as an -
equally important iten. ) .

703-2. Vhen the electronic equipment is located where water mny be usced on the floor above
to fight fire, or there are other possibilities of water from an outside source falling on
the electronic equipment, means should be provided to prevent the water from entering the
electronic equipment. The propsr method of dolng this will vary according to individual
design of each piece of equipment. In some instaunces adequate shielding.can be obtained
by simply taking off the side covers of the equipment and placing them on top of the
-exposed units. In other cases precpared covers or waterproof tarpaulins will be needed.

703-3. Whenever electronic equipment has been contaminated with water, firefighting
chemicals, smoke or soot it is vital *hat action be taken to clean and dry thz electroaic
equipment as soon as possible., If clean water is the contaminant, drying is all that is

. necessary. Howaver, if the equipment is contaminated with smoke, soot, or fire fighting

4 chemicals, cleaning before drying is called for. Failure to remove contamination promptly
; may greatly increass the damage,

*
703;4. A supply of "Water-Displacing Compound,' Federal Specification 0-W-001284, Amend-
. ment 1 of December 4, 1967, Type I and Type II should be available so that emergency
S treﬁtment of damaged equipment can begin as soon as the fire is out. © ‘

NOTE ; )
= . . : . ‘ , : ——
CAUTION: The water displacing compounds, both Types I and II may be flammable at room )
temperature. 1If so, all sources of jgnition; such ac pilet lights, etfc.; should be iurned
offjand appropriate safegunrds taken. In addition, avoid irhaling the vapors of the com=
- pound as they ma2y be injurious to health. Both of thesc precautions should be prominently
T » displayed on the container, but in the event they are not, be guided by the above .
i cautions.

" . !
; i @&, When equipment is contaminated with dirty water, firefighting chemicals, or smoke
- and |1t cannot be cleaned within 24 hours after, contamination, corrosion and deterioration
: may be reduced by means of an emergency treatment. This consists of washing as much soot,
smolje and/or fivefighting chémicals as possible frowm the equipment with a medium pressure
_watqr spray. The wet equipment should then be sprayed with Type I "Water-Displacing Com-
pound” and allowed to dry. At the earliest possible date this equipment should be sal-
vaged by cleaning in asccordance with instructions given in the Naval Ships Technical
Manual, NAVSHIPS 250-000, Chapter 9190, Section X, "Reconditioning of'Flooded Equipment.™

1 v

" b. Clean wet equipment can be dried by spraying the wet equipment with Type II "Water-
Displacing Compound"”, angd then blowing the equipnent with warm air to evaporate the mix-
ture of water-displacing compound and water. Good ventilation is necessary for the above
operation, .

703-5. The location of salvage covers, mops, brooms, and other equipment useful in the-
reduction of damage should be ascertained and made readily available to the emergency
teams and .others who may be called on to remove water and otherwise aid in salvage
operations.

. w
703-6, With respect to records damaged by fire and watér, the Federal Fire Council's
Recommended Practice No. 2, "Salvaging and Restoring Records Damaged by Fire and Water"
outlines certain simple first aid actions which will increase the salvage potential of
damaged records, Speed of application is often essential to successful salvage, .
Copies of this publication may be obtained from the Federal Fire Council or from the
nearest Federal Records Center of the National Archives and Records Service,

704, REESTABLISHMENT OF OPLRATIONS,

704-1. The prompt reestablishment of opesrations after a damaging fire depends on the
avallability of alternate equipment which can be used to perform the functions of
destroyed equipment, the ability to replace ths damaged equipment or records and the
restoration of any damaged facility or the ability to use an alternate area for sub-
stituje equipment.

+
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-ments to the cperation that would be required.

. 704-6, Plans should be developed for regathering and‘reproducing records destroyed by
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704-2. The cxistence of similar electronic equipment or equipment capable of performing
the mission of the clectronic cquipment under consideration does not constitute an avoil.
able alternate source., The alternatc cquipment must be in a location which can be used,
and must have available machine and equipment time to take over the functions of the dis-
abled operation without causing the stoppage of othor, possibly more important, opera~
tions. To the maximum extent possible, all alternate operating focilities should bs de-
termined and prior arrangements cestablished for mutual ald in continuing functions in casc
of fire. f

704-3. Accurate records of the types of equipment uscd and pavticularly any modifications
or changes made after installation should be kept in a location separate from the elec-
tronic equipment, to aid the manufacturer in prompt replacement of any destroyed
equipment. ’ .

704-4, Plans should be made for the .transfer of personnel, supplies, and equipment to
alternate sites and for the ‘expedient handling of replacement equipment.
. k] .

704-5. Management personnel of electronic equipment operatioas should familiarize them-

‘selves with available structures and other locations where emergency operations can be

conducted if the existing facility is destroyed or made temporarily unusable. This should
include an appraisal of the alterations to the structures being considered and the adjust-

AL

fire]
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R o e N APPENDIX_A - DERR ;

" SIGNTFICANT FIRES INVOLVING ELECTRONIC EOUIPHENT

The following is a list of significant fires involving elecironic ecquipment which have .
R come to the attention of the Iedeval Fire Council. . It is emphasized that this may be anly
R ST a partial list. :

vt

o 1 Where possible from the records available to the Council, the type, make, class or other
=N jdentifying characteristics of the electronic equipment have bean included to give the i
1 . reader a clearex picturé of the situation. The reader is cautioned not to judge the - !
R quality of the equipment based on thesec descriptions of fires because of their brevity
ST and because the manufacturers of the equipment in many cases have used the knowledge
o " learned from these fires to make improvements aimed at preventing a recurrence.

3 NOTE: In categories I, II, and ITI, which have been divided into two sections (i.e.
3 A - Flectronic Computer Systems, and B - Other Electronie Equipment) every care has been .
taken to properly classify the losses, however, in some instances computer or logic ele-~ ) |
I ments may have been involved but available information is not sufficiently clear for

o positive classification. : .

 “; New Section IV "Wire and Cable Fires” has bzen added in this“revision bhecause of the
similarity of all cable fires. : '

New Section V '"iiscellanecus Incidents involving compwters" contains interesting incidents i
involving computer facilities, : :

e Y T

iI. Fires Originating, Or Suzpected To Have Originated, Within Elcctronic Equilpment.

R g

A, Electronic Computer Systems:
- 5 . . 1. December 10, 1957 ($127,000) -- Arcing ignited ﬁlastic harness in IBM 650 Unit. o
. : . pup B mmm A

Mzchine destroyed, damaged to nearby 655 Power, uniit. Use ol plastic harness Sin
continued in this type egquipment. T

-,

: 2. February 28, 1958 ($100, 000) -- Iﬂentical'to fire of December 10, f957.. (IBH
1 650 Unit), except that the fire did not spread to other units in the system. :

. 4

3. March 18, 1961 ($30,000) -~ Fire started from spontanecus igunition of carbopized
wood in a power-pack enclosure of a TRW digital and analog computer, the equipment having
been continuocusly energized over a considerable period of time. Fire was discovered and
extinguished by a walchmen with CO9 extinguishers and a small hose line with spray rnozzle
before sprinklers opensd. Fire was confined %o the power-pack unilt where practically all
of the damage occurred. The AEC supported rescorch project for which this computer was
used was delayed for an.extended period (business interruption value never calculated).

4. March 26, 1961 ($15,000) -- A short circuit in a cifcuit breaker of an IBM card
punch ignited interior insulation. A passing seccurity patrol smelled smoke and extin-
guished the fire with ¢09 extinguishers through the enclosure openings., Fire was confined
to the card punch machine (part of a Philco 2000 EDP System).

5. August 16, 1967 (Estimated $150,000) -- Computer unattended at night. Located in
a separate structure within a large building. Alarm transmitted by automatic sprinkler
discharge. Firefighters had to force. entry and found smokey fire. Using air-packs they
checked the backs of the computers and found all ccol. One sprinkler had activated and
put out the fire. The fact that the back was off the console because jumper cables wzre:
in use assisted in the control of the fire, Power supply is shut off nights but 24 volt

] heaters, built into the circuit boards, were left on to kesp the various cards warn.

1 Cause was short circuit on one board made of epoxy-impregnated glass fiber which igunited

3 . and involved other cards. Air conditioning system continued in operation thereby carrying
3 away a portion of the smoke generated,

6. October 28, 1967 ($150,000) -- Plastic cased cooling fan, 208 volt, apparently
ignited printed circuit boards which then involved polyvinyl choride insulation on wire in
bundles. On duty personnel atlempted extinzuishnent with two 15% COp extinguishers but
were driven out by dense toxic smoke. Building was incombustible and sprinklered. Alarm
was prompt with response within five minutes. One sprinkler head controlled the fire,

Water was removed from the computer room, the room sealed off and air conditioning used to
dry out the rest of the equipment., This took 36 hours. Comments- were: "That smoke or
similar solid particle combustion products rather than water or heat may causc excessive
damage to equipment” Magnetic information storage may be extensively damaged, Valued at
2£125,000,) There have been two oT three similar occurrences,

¥
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STA T, April'lé, 1963 (Anonet of damage not reported) -- at 1:20 a.m., the computer

o operator smelled smoke and discovered firve in computcr-type cguipment. Smoke was issulng

from the cquipaent and when the rear door of the cabinet was opened flames shot out.
Appcoprlate circult breakers were immedlately manually activated and the fire extinguished

M'by ihe use cf a COZ extinguisher, The fire detlection systen ictivatﬁd only after thL fire,

S was extip”u15hca. This delay was caused by drafts in the alr,

3

‘The fwct that the origin of this fire was not dnstrOJGd as a result of the lee, allohbd
“d4pvestigation of the type and nature of the ignition source. The fire stavted when a

resistor mounted on epoxy-base fiber glass printed-civcuit card, overheated becausc of

.. excessive current. - The cilrcuit board on which the resistor was mounted became ignited at
. the top corner and fire passed upward involving the two circuit cards above. This flrp
“prought attention to the fact that with this class of equipment serious fires arve

JpossibTe._ _ -

Had this fire not been prowptly extinguished there scems to be little doubt that the en-
tire contents of the cabinet would have been involved in a short pexiod of time

B. Other Electronic Fqulnment h - o o ‘ "

-

1. September 5, 1957 (5134,‘44)'—- Radar control van, Overheated filament trané-

" former 1in power pack started fire. Spread was to selenium rectifier and to magnesium
“ghell of van. Firc in magnesium shell was a major factor *in loss.

.. 2. Fiscal Year 1967 (Loss not ‘stated) -- Electronic equipment in a sprinklered area
put shilelded by magnesium housing., Fire occurred within the housing and sprinklers could
pot get _water to the seat of the fire. However the sprinklers did cperate. They were

‘shut off several times in an effort to decrease the so-called water damage. This resulted
_in high levels of heat in the enclosures which resulted in destruction of all transistors -

in the equipment, Watér can be an effective coolant,
?é. Harch 12, 1959 (57:698) -- Radio'repair office in nonsprinklered combustible
building. Fire originated in rectifier and involved combuqtlbla bullﬁ:ng materials.

_"14.'September S, 1959 (3493,670) - E1ehiron1ﬁ sound cqu1pment Probable cause was

“defective system wiring in confined space above ceiling. Means of fire spread uancertain,

probably combustible interior finish.
4 .
- -8, August 26, 1961 (8275,000) —- Air navigational aid. . ¥ire of unknown origin in
unattended, locked building. Eguipment was opexatlng and electrlcal breakdown or fault
is suspescted. Entire bulldwnb (1,288 square feet) was destroyed.

“"“"”Té; Oéféber 11, 1981 \¢1C0,0DO) —-MAir'navigational equibﬂoh» Fire originated in
pover equlpment. Fire could not be controlled with available carbon dioxide fire extin-
guishers and spread through building (equipment shack cf 500 square feet).

7, November 10, 1957 ($10,000) —-~ At 3:45 p.m, flames were “discovered in s trans-
mitter cabinet. O0il was dripping onto cables which were afire, CO5 extinguishers were

- used but had little effect. Five minutes after discovery the fire alarms were manually
. actuated - automatic alarm had failed. Personnel had a hard time using the COp exfin-
-guishers becau: of acyid smoke. Breathing apparatus was used. After the COp was ex-
- housted, dry chomical was applied and e?tlnculsh“d the fire, Virtually all comporents in

the rear of the transmitter were heat damaged. Horizontal shelves were warped consider-
ably. Cables were siripped of insulation. Investigation found that the cooling air
blower was wir.:d tTo reotate in the wrong direction, .
a
- A meonpulc tape eraser unlt overheated and cauﬁht fire in a2 customner engineer's
shop. . One_sprinkler head operated and eAtinculqhed the flve Loss $2,000. o

1T, FWres Orl¢ln%t ng Out516° Of ElectrOnic Equlumen+ But Directly Related To The nqulp—
ment Or 1is Special Environment.

A. Electronic ComoutﬂL oYSte“ ;
‘L. February 20, 1959 (Anount of loss not reported) -- Carelessly dlscarded cigarette
ignited carbon paper at a decollator machine. Water type extinguisher used to put the
fire out, ‘ :

. 2. Maren 11, 1959 ($147) -- Coat thrown on a hot soldéring iron ignited after all

' persons had left the area, One automatic sprinkler head operated and extinguished the

‘fire
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=4 i3Iy A 3, June 13, 1959 ($254,030 plus 6 IDM machines of unspocified type and value) -- ;
. i+ Lizhtning siruck window air conditioner, jumped to water line, ignited e§p?scd paper and
’ punch cards. Spread was across other combustibles in the arca. Some original records
“were destroyed.

oyt

N < 4, July 2, 1959 ($6,500,000) -~ Threce complete computing systems destroyed along .

: with over 5,000 recls of magnetic tapes. Fire originated from contact of a 100-watt light
bulb with the fiberboard ceiling. Fire spread to plastic tape cases and across the fiber-
board agoustic ceiling. The entirc computing center was burned out. .

o 5. September 29, 1963 (No loss) -. DPaper on a 1403 printer caused a short in a
- ¢cable controlling motors was source of fire. Operator used 5# CO5 to extinguish.

.. 6. November 12, 1963 (No loss) -- Spark ignited paper dust on card sorter machine. : -
Operator used 5# COg to extinguish it. : :

: 7. September 27, 1266 (Not reperted as a loss) -- Alarm sounded by products of com-
" bustion detector under the raised floor. The plenum under the floor was filled with
s : smoke but not fire, TFire traced to 7-1/2 H.P. motor on a fan for the computer air con-

i ditioning system. ©No fire. Computer down approximately 2 hours.

"

o ~ . 8., June 11, 1968 (Danmage not stated) -- A fire deyelopad in an IBM 714 printer and

o “apparently started as an cverload in a 40 volt dc. 25 ampere generator. The fire was
quickly extinguishezd by personnel in the immediate area. Although the room rapidly filled

“ ~ - with smoke, the automatic ionization type detector did not operate. Many of th® detectors
- . - were ldcated above the false ceiling and were subject to-a high rate of air flow. The

: = smoke was diluted to a point below the detectors sensitivity setting. Checks made with

i "7 the manufacturer's equipment proved that the sensitivity was far below the factory recom- .. .
R 2 - . mendatiou for use in computer rooms. Apparently a serviceé technician, while initizlly y B
B checking the system, did not adjust the detectors to a8 realistic setting in keeoping with :
the environment of the-.area. Correction was made by remounting three quarters of the =
detectors below tho false ceiling and by increasing the sensitivity to the factory
recomnended settings, | . . : .

"B, Other Electronic Equipment, : » . - . o ,

e Wbt

. 1, August 7, 1952 ($252,082) -- Defectivg electric cilrcult breaker ignited a two-
1 story, large, electronics laboratory building. :

2. December 26, 1967 - ($1,910,204) -~ A fire was discovered at 1255 hours in a con-
plex of 15 vans housing electronic gear, all interconnected with wooden wallk ways. :
. Interior walls were light combustible plywood; exterior sheeting was magnesium and
-1 . aluminum, Most probable cause was electrical malfunctioning of a heater unit in one of
- the vans, Twelve vans were totally destroyed and three were severely damaged, There were
’ no fire vehicles or fire protection parsonnel assigned to the site. Fire fighting serv-’

: " dces from nearby communities responded., Because of the distance; however, the first z
vehicle avrived 25 minutes after they received the alarm by which time the fire had com-
pletely involved the complex. . ' .

LY T N

e

g

III. Fires Originating from Causes Not Directly Involving Electrbnic'Equipﬁent.

ST

A, Electronic Computer Systems,

= ' ' 1. Septcmber 2, 1959 (376,100)'—— Defective fluorgscent fixture ignited fiberboard
E acoustic celling in wood frame quality evaluation laboratory, Major portion of loss was
in electreonic data processing equipment.

poaw

o A s g e g

‘ 2. October 3, 1960 ($1,700,000) -- IBM 650 Systenm was destrdyed when a building
burned down. Fire apparently resulted from a defective ballast on a fluorescent fixture
which ignited the fiberboaord acoustic tile. It then spread to the vapor seal on the

o attic insulation and rapidly enveloped the entire building,

B

B owpga T o

3. September 10, 1963 ($3,640,000) -- An incendiary fire was started in ohe. section
of the one-story, noncombustible office building, and was mostly counfined to this 150 x :
300 foot section. Fire was reported to be set by a disgrunted former employee in the
personrel section next to the compariment in which a valuable computer (reported to be an
IBM 7090) was located. Fire spread under the roof and through corrugated metal and fiber-
board partitions, destroying the computer area. This section of the plant had no built-
in protection.

i

R
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i IIi‘ A 4. Fctruary 13, 1966 {(bamage estimited at 32 million) ;— Fire broke out in the

restaurant kitchen on the top of an airpert terminal complex. The fire then rapldly
. spread by mzans of 4 ventilation system thxo"vhout the building including the airport
control tower, and the weather buvreau hu1ﬂqu1’LCLS. The fire occurred at 3:30 p.m. and
there . was suspected arson. This important tevwinal was shut down by the fire damage for
approximately 48 hours, with all flights n01n111, schieduled into the airport having to Le
. diverted. Quick restoration of the facilities was obtained by the use of portable mili-
tayvy pguipmcn1 hecause there was nuch usc of the port by military flights. The commercial
airlines also using the airport would be diverted for-sometime in the distant future be-
fore tbﬂy would be allowed to come into the airport. ' ’
5. August 23, 1966 (b350 000) -~ Escaping fl“mmlble gas in bascment area explocpd
with tremendous violence, dcstroylnv a Honeywell H-200 computer system on the floor ahove,
[-listed "“four-hour" gsafe cabinet, containigg 150 key tapesg, withstgod {ho Jdweasd
anad the following iire, making it e 10r most ADP work to be resumed on an H-22 com-
puter several hundred miles distant, the following morning. A replacecment couputer was
operative at the plant within six days. The: overall plant suffiered a multimillion-dollar
loss and some fatalities.

6. 1266 ($2.5 million) -- Ianndl ary fire in combustible waste involved a com-
puter housed in a small coirrugated metal compartment in a cornér of a large bu11d1n«
Most of the structure and contents, including the conputer, wvere destroyed.

7. A fire was started in the combustible fiberwdoard ceiling of a computer room
by a fluorescent ligint ballast, It was put out with hand extinguishers before the
sprinkler system was actuated. Damage negligible.

"8, Fire in early 1968, possibly May (4mount of damage not stated) -- Fire started

_below the computer room and within 3/4 of an hour from the start of the fire the floor had

collapsed allowing the IBM machine to drop one floor to its total destruction. The report

states that within £4 hours nev equipment was on the road and a new building was found and
.'.;ired up. ‘A‘: nr--vrxn-1r+n 4‘1« w +nn'l,- v\r\'v‘!' n-F +he 1nnr2 el !nnA‘IAA ’)EI.CY nr‘ +hv pfO""Z'C.T.. Th:\
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various agencies were able to find labor squads which were ready awd obtained the trained™
personnel necessary to repunch cards. Nost of the cards were readable by eye but not
usable through a machine, Certain precautions for duplication of material had been nade
and were very valuable, o :

e

-B. Other Electronic Equlpment

“

1. " February 3, 1958.($270,000) -- ‘A frame, electronic shop building was burnﬂd
down in a2 fire requltlnv from an overheated electric fan.

2, May_ 17, 1953 (8280,998) -~ Spontﬁn@oug hpa+inf of oil-sozked rags in adjzcent
opsration ignited combustibles and spread through fiberboard partition to electronic
training equipment. ) ) ’

3. February 6, 1959 ($136,376) .-- A du;eutlve ballast on a fluorescent llvht
ignited the fiberboard acoustic ceiling in a two story, wood frame, unsprinklered building
eing converted to an electronics school. Fire Spread quickly across the ceiling.

4. December 1, 1932, New York City, "Bank (Q? 4000) -~ Fire caused by ‘welder in
insulation of air conditioning ducts in the third sub- bascwent extended to the pape;—
storage room in the second basement, where fire was confined by the operation of a single
sprxnkler head. Smoke caused damage to Honeywell controls and to tapes and memory drum
in the adjacent cownutpr room on the Same floor. The was no fire in the room.,

5., March 1867 (Government loss 335, 000 to eﬂu1pwenu plus clean up COutS of
§25 000; loss to others $150,000) —- Fire bzo(e out in assembly shop adjacent to computer

area BLllG ing uroccupled -~ fire noticed by policeman who notified the fire department,
Smoke was so thick that fire fighters had difficulty locating the fire, This took
approximately one hour, The flre was extinguisned with two 1~-1/2" hoses with fog

nozzles, Two inches of water had to be pumpad out from under the raised floor. Heat
melted solder on some printed circuit cards in the memory transferunit. Tne unit was ten
feet from the fire. The fire started at plywood work tables. Possibly electrical equip-
ment may have overheated, Lack of detection or sprinkler equipment delayed discovery while

room was unattended, L rooms should EE oSS & Lo)r R o 13 N akale b R RS Ak AN o1 eF-Bol: R Ko} + - INNN
This points up futility oI exposing Z nent G diimiiibma e A5 Co0kadning Tire
AZAL S , . »

6. Other significant miscellaneous fires and other losseé assﬁciatéd with com-
puter facilities reported includad:
Approved For Release 2002/05/16 : CIA-RDP78.06501A000300010030-4
‘ : 24 - : E




e e .J-.w‘zl"MW' <k T, AR i B M ke i b b 8

o Approved F‘- elease 2002/05/16 CIA RDP78 065M0003ooo1003o-4

I1I B G. a. Fzre ho se streanw be:ng us ed on a COnstruction shack fire water—damagcd a
large quantity of deck cards stored in a completaed section of a new building., Loss was
$G0, 000, i ) : : ,

IR b, Ta ul ting cards and associated computcr recovds vere destroyed in an un-
sprinklered basement fire Smoke damage also occuz:cd on floors above. Compuler oquip-
ment was not involved, Loss was $35, 000, =

.

¢. Fire started by defecctive water cooler thormostat in computer room destroy- '
ed paper cartons,; deck cards, and other supplics, Operator extinguished fl;O computer
was not involved. Loss was $2,300,

: o d Data processing equipment in an accounting office in an unsprinklered
building was damaged by hﬂau and smoke, Only deck cards were woet, Loss was $67 000,

e, A flOZGn wet-pipe sprinkler system above a corpvter room celling drlpped
water on ceiling, carpets, office supplies and deck cards. Compuuez was not involved.
. Loss was $5,000.

f. A fire in a stereotype melting-pot duct Openﬂd a sprinker head on the fifth
floor. Fire was controlled but records and deck cards on the fourth and flfth flOOla were

damaged. Loss was $6,000.

g. A fire started by a soldering iron on a bench in a computer room was put
out by one spzlnkler Dumasb was $1a0

IV. ere and Cable Fires,

Because of similarity of cable fires occurring in electronic equipment 0pezatlon and those-

occurring in ordinary elcctrical operations both types of cable fires have been 1ncluded e
"gection IV has been subdivided into four sections as follows:

A, Fires Ofiginating In Computer Or Other Electronic Sysfem Cablés But Not Including
Telephoune System Cables. . 7 r .

B. Fires Imnvolving Teléphone Systems Cables,

C. Fires involvin0~ Cables Not 1denu1fled As Computer, Other Electronic Equlpmﬁnt Cr
' Teleph0ue Equlpmenu Cables. *

D. Fires Orlplnaulng In Places Other Than The Cable But Propaganlng To Or On Cable

Il’lstdlld.'ti.oll:. ) .

1Y

Iy, A, Fircs Orlqlnu ting In Computer Or Other Elecironic Systém Cables But Not Including
Telephone System Cables, .

1. January 5, 1965 ($25 million) Space Tracking Station -~ Wlndoxless, incom-
bustible building involved high density of open control and power cables of relatively
snall diameter plus clectrOnﬂc computers, programmers, controls and special electronic
devices, A destructive arcoccurred which the opsrators fought with C02 extinguishers,

The fire continued to spread in the insulation of the cables and ten minutes afioﬁ dise
covery of the fire all personnel were ordered out of the building because of the dense
smoke and toxic fumes. Up to this time, no water had bgeén used, In reconstruction.of the
building and equipment, spr;n lers were installed "where needed.! Use of the facility was
lost for many months,

2. Fall 1965, melbourne, Australia, (Loss; Unknown) -- A CDC 3200 computer was
Mdrenched” when an automatic-sprinkler system was activated by a fire in the room. The
brief report states the computer suffered negligible damags, and it was operabie witiuin
eight hours. - . . i

B, Fires Involving Telephone Sysﬁems Cables.

1. May 22, 1933 ($215,000) - Telephone exchange -~ A short circuit caused fire
at the switchboard and fed on combustidble covering of crouped telephone cables, Public
Fire Chief held up using large hose streams for as long as possible, but finally found
their use¢ necessary. Much of the damage was from water. Restoration of full service

regulred 4-1/2 months,

: 2. Novewber 7, 1958 ($145,000) TelerHODb exchange —- InSLlathn in the qnlector
wiring ignited, possibly from a sparking switch. A telephone signal automatically noti-’
fied a serviceman who went to the unattended tuilding, Fire was noted and the public de-
partment quickly responded and extinguished the fire with water spray.
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Iv. B 3. November 12, 1960 (8207,000) - Telephone cxehange —- Lefective wiring is
thought to have causced a flIO in telopxonu dial OQJip.tNt Building was combustiible,
Fire had to be fought from outside due to heavy smoke

"4, February 4, 1965 ($1 million) -- Possible short circuit in low voltage power
telephone cables ignited insulation on adjacent cables. Combustible sheathing on ceiling
A increased the fire Insulation on wires was polyvinyl chleride or neoprene both classi-
fied as "flame rsblqtan*" Fuse did not blow when short occurred, Fire burned 3-1/2
- hours because of smoke., Fire department finally broke holes in concrete roof to
3 ~ ventilate. :

g

C. Fires Ihxolvjn" Cables Not Identified As Computer, Other Electronic-Eduipment Or
Lelephona Bquipment Caolcs )

1, June 1, 1860 (s100, OOO) -~ VWood fiber productq control panel fault caused ig-
nition of the combustible covering of cables in a tray, Fire was extinguished within
20 minutes by th2 use of several larwe hose streams, Intense heat caused the asphalt on
the roof to melt and roof sagged. Rn021r took six weeks

AT

2. August 24, 1960 (No amount stated) Steel Rolllng Mill ~- An electrlcal break-
down occurred in one or morc of 200 cables contained in a 24- inch, open mesh steel tray,
suspended about 30 inches below the concrete ceiling. Plant and city fire departments ’
spent considerable time applying COg, foam, dry powder, and water to extinguish the fire.
Business interruption costs amounted to about $5350,000.

wiing

] 3. November 5, 1860 ($1,425,000) - Metals Salvag° ant - Electzic czbles were
in metal cable trough attached to the combustible outside wall siheathing. Deterioration
: - over the years in the paper and canvas insulation finally allowed an avrc, igniting insula-
B "L tion in several troughs. ILack of automatic sprinklers allowed the fire to continue undis—~,
covered for an hour or mor“ and destruction was excessive, v

o — - 4, March 12, 19851 ($20,000) Fertilizer Mixing -- Electric arc in ‘control room =
ignited insulation on grouped po'@r and cowtrol conducto*s Fire despartment used hose
stream: in extinguishment,

: 5, Marcﬁ 8, 1962 ($500) - Power Plant -- Smoke and flames noticed comjng from
pawer supply unilt, Operators extinguished the flame with a 4# COg extin~u1 her Flre
source MPS a tranaformez failure which spreaqd to cahle,

: } 6. August 29, 1963 (8750, 000) - Aluminum ¥Milling Plant -~ A small clectrical arc
R i ini a 440 volt cable triggered the fire. Fuel for the flre consisted primarily of cocm-

P * bustible insulation on exposed cables in trays. 1In the absence of control power, protec-
s tive relays would not operate to interrupt arcing. Electrical center room contained far

3 .- too much equipment. All processes were shut down for scveral days, and two weeks after

‘g the fire the plant was operating at only 50% of full production. Business interruption
loss was $1,500,000,

7. September 24, 1965 (31,308,000) -~ High-amperage power cable malfunctioned in
a combustible concealed space in a two-story, wood frame, unprotected communication build-
4 inz, Low-density fiberboard, 2 delayed slarm, and ganvolved so ity yestirictd ontri~
. . il 1 leven militory pers 16d primarily irom smoke inhala-
tion., The fire damaged about $4635; in computer equipm@nt and $590,000 in other elec-
tronic equipment, in addition to other property losses. Automatic sprinkler profection
wlad been recommended by a Lire.protection epcipeor, but was TOL JInsta
water damage, ’ -
prsech i . . .
g . ) 8. Decenba2r &, 1985 ($3,000) Bank -~ Electric short circuit in service to com-
puters (main panel box) ignited fires 1n w1res.

D. Pires Originating In DPlaces Other Than The Cable But Propagating To Or On Ceble
Installations.

) 1. January €, 1939 ($17,000) Steel Rolling Mill -- Fire, probably from a dis-

- carvded cigarette into debris, burned prartically all of the insulation from 30,000 feet
of cables, and 10,000 feet of instrument wiring. It was very difficult to get at the fire
with hose streams. The two weeks shut down in production cost $80,000.

2. May 1, 1963 ($500,000) Telephone Exchange -- An employes, working on switching
equipment frame ignited a canvas bag accidentally with a seoldering iron., Ineffective use
of CO02 extinguishers failed to put out the fire. ©Public fire deparitment used small hose
~streamg to extinguish the insulation fire. : o
ApproVed For Release 2002/05/16 : CIA-RDP78-06501A000300D10030-4 o .
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Iv D 3; February 3; 1265 (ﬁoss notkstafed) - Atouic VPOWQE Stafioﬁ ;—‘Firé destroyed

ahout 1100 control and power cables. They were ol the multiconducter type with jockots
of polyvinyl chloride insulation, while the insulation of.- the power cables was bLutyl
rubler, Some of the control and instrumentation cables were coverced with polyethylene,

" Causce of fire probably hot metal falling from acetylene metal cutting operations. After

futile efforts with CO2 hand extinguishers, a tank:truck of COy arrived and about four .
tons of the gas was introduced inte the building. An inort gas genevator was also put
into operation to reduce the oxygen content. Fuel consisted almost entirely of cable in-
sulafion. Opcrations were delayed about four months. : . ’

v. Miscellaneous Incidents Involving Computers

Thé following are some other interesting fires and other property losses, mostly minor, -
These reveal some of the typical and ordinary losses computer/ADp systems can be involved
in. that require safeguarding, : i

1. Thére were five cases in which computers were wet by direct contact with
5 ’ " a. A cloudburst caused water to back up through a storm sewer into a basement-

located compuﬁer. After prompt drying with dehunidifiers and warm air blowers, the com-
puter operated satisfactorily. No damages were claimed,.

’ e @ steam leak from a coil in the room air c'onditioning system fused one
- sprinkler heed™lirectly over a computer component. Water from the sprinkler head and

‘condensing steam wet internal components. Drying and small repairs took a week., Investi-

gation revealed that the coil had frozen and cracked due to continual operation of the
refrigeration during a weekend shutdown; on lMonday when the boilers were restarted, steam
poured from the line. Loss was $4,000.

i ¢. Wind ripped a portion of the roof from a computer room during a heavy
rainstorm. Labor and associated costs to dry and return eguipment to full oreration -
$248, Qverall building loss was approximately $50,000. : . -
P
! (57 A sprinkler head fused, wetting a solid state computer. The 160°F rated
head had be®fi installed too near a hot-air heating outlet. After quick drying, the
equipment tegted and operated satisfactorily, No damaga. ' -
{

{

i e/ A sprinkler pipe above a dropped ceiling cracked and discharged water ua a
coqputer system. A small leak developed when*the pipe; located in an unheated concealod
space, started.to thaw after bzing frozen. Drying restored the equipment to safisfactovy
opeFatiOn. The computer system suffered no damage. : B

% 2. Scveral cases of carbon dioxide discharge into cbmputer/ADP eduipment have
been expericnced. Losses ranged from $100 to $5,000 and all from eclectrical or fire
causes, : !

a. One significant ¢ase was the discharge of a large six-cylinder bank into a
series of computer cabinets after a small fire in the room actuated the automatic smoke
detector in the air-exhaust duct. It was necessary to use fans and portable_ﬁloweré to
sublimate the frozen condensate inside the cabinets. There was no permanent damage to the
equipment even though the computer had been energized ‘for 15 minutes after the ﬁ;%ial i
discharge. A manual power disconnect had been forgotten in this evacuation,

3. A lightning surge damaged fuses, diodes and an anplifier 1 .
374 transistors in another. - Loss was $18,000 in property andpéiéfggol;ncgisgggggter and
interruption. ‘ o )

» 4, A 150° ~flashpoint organic solvent was heated to over 300°F and then poured
(contrary to work rules) into another container., It spilled and flashed into ahlaﬂce ball
of flame., One sprinkler head actuated, and controlled the fire until the plant ( ;Dpaj;v
computer mfg.) fire depariment arrived. Loss was $49,000, - A _

5.-A 3" overhead chilled waterline for numerous drinking fountains in a huee
manufacturing building (major computer mfg,) broke. Water and mechanical damage mogtly to

subminiature components on assembly benches, about $150,000., Dplant is entirely sprinkler-
protected, ’ .

6. A bottle of hydrochloric acid was dropped and broke in = second-story labora-

‘tory; the acid penctrated the floor and ceiling below and dripped on a unit of a '3200,000

analog computer, Operator found the hazard, 10ss was held to 340,

3
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' - 7. A high wind collupsced a nearby bullding hoﬂsing a gas-reducling station., Loss

of gis sorvice impaired humidity controls, shutting down the computer system. Length of
interruption was not reported, No business interruption insurance was carrvied,
. *
. 8. A demestic water pipe freoze and burst adjacent to the computer system. Deck
cards on the floor were soaked, hut water did not reach the computer cquipment. Loss was

$800.

9. Spring 1965, Computer Manufacturerts Plant, Loss unknown --~ An oven in a com-
puter equipment manufacturer's plant overheated, setting fire te adjacent combustible
material. A sprinkler system operated, controlling the fire., Plant opération was not
affected., No loss reported (writer's estimate was $1,000 or less}). ’

10, Spring 1968 -~ At 2:10 a.m.,, a fire alarm was received from a computer
Responding personnel noted high humidity and some odor of smoke. A solenoid,
which controlled the humidifier water, was found to be burned out causing overheating of
the solenoid causing actuntion 'of the fire smoke detection system and-the alarn, Quick
detection and response pravented loss, : i
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;- FIRE HAZARD CLASSIFICATION OrF COCUPANCIES

A, LIGUT HAYARD OCCUPANCIES - Those with less than ten pounds of ordinary combuztibles per
square foot of gross floor area and having a fire potential of less than one hour.

Classroons, conference rooms, auditoriums, dining rooms
) Courtiroons, detention cells :
i File rooms using meotal file cabinets
Bt Hospital patient arcas
! ‘Libraries, excluding large stack areas
i Offices using woodeu furnishings, less than one person per 200 square feet of
floor area, '
Rest rooms and locker rooms (with metal lockers)
1. Offices using metal furniture’

B. MODERATE HAZARD QQCUPANCIES - Those with ten pounds to twenty pounds of ordinary combus-
tibles per square foot of gross floor area, and having a fire potential of one to two hours.

j Drafting rooms, map making rooms :
; Electronic, electrical and similar laboratories not using flammable liquids
: Mail rooms : :
' Most storerooms : : . . . . :
: Offices using wooden furnishings where personnel cccupancy exceeds one person por
; 200 square fest : . .
-y " Parkingz garages
E Post office workrooms ) . Lo
| Printing and veproduction operations ) . S .
'F Shops not involving flammable liqguids or production wood-working

-

¥

C: BIGH HAZARD OCCUPANCIES - Those with more than twenty pounds of ordinafy combustibles

eér square fool of gross floor area or ‘involving significant amounts of flammable liquids ™
P& q 5 g

having 'a fire potential in excess of two hours; or with a potential of fast fire spread
w%ich‘may Cudangey life and/uov lhe siruciure, . L . . . om
? Automobile servicing, fueling, or repairing o S :
Chemical or other laboratories involving significant amounts of flammable liquids
Flammable liguid operations : ) .
General storage warehouses ) ¢
Library stacks and open shzlf file rooms . :
Major machine shops using large amounts wf combustible cutting oils or machining of
pyrophoric metals - .
Paint <hops .
! Production woud-working shops
! Trash roons
NOTE 1: Ordinary combustibles are defined as materials such as paper and wood having an
average British Thermal Unit potential heat release of about 8,000 BYU's per pound.

BOTE 2: The above cxamples are based on typical operations and average distribution of
combustibles. Judgnent must be used and the level of occupancy hazard increased or
decreased where the conditions are not typical and the combustibles involved present
either more or less fire potential than the typical situation. For example, mailrooms
with low activity or drafting rooms using modern metal furniture are usually light rathcr
than moderate hazards. Conversely, if an office equippad with metal furniture habitually
contains very large quantities of paper and similar combustibles, which are not contained
~within file cabineis or other metal containers, that office would be a moderate rather
than a light hazard. : .

v
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- thional Fixc Pruteciion As bObiﬂthn (NFPA), 60 thtcrymaxch Strbet, Lostow, Mass. 02110

v

NFPA‘NO. Title ’ C o Approximate Single Copy Price i
10 - Portable Fire Extingulshers o T $1.00 N : '
12 Carbon Dioxide Extinguisher Systems 1.50
13 : Sprinkler Systems - i -2.00

70 ~ National Electrical Code 2,00 .

75 : Electronic Computer/Data Processing Equipment 0.75
80 Fire Doors and Vindows' "1.50
- 80A Protection Against Exposure Fires . 0.35
S0A Air Conditioning and Ventilatlon Systems 0.75
232 ~ Protection of Records - . 100
252 Methods of Fire Tests Of Door Assemblies ) 0.50
255 Tests of Suriace Purning Characteristics of -
P Building Materials. . 0.50
:w, . eessvevessee ..
, i Lo e -
. pnderwriters' Laboratories, Inc., 207 East Ohio Street, Chicago, Illinois 60611 ¢
" . o ) o o i - i .3 ) : é
Strndards for Safety: B oo ) ’ - - i
| : R S .
108 Fire Tests of Door Assemblies ’ Free
1478-67 Elcctxonlc Data-Processing Units : : ”Free ;
*Aléo U.L, Listinas of Equipment and Materials ' ’ ' Free v ! - "i . o
[ A X-N-B-N-E-N-X N¥-%-] :’— : - .
! ‘ —— T T

American Soclety of Testing Materials (ASTM), 1916 Race Street, Philadelphia, Penn, 18105
E-84 Method of Test for Surface Burning ' varies
i © Characteristics of Buillding Materials ) o ¢

- E-136 Determining Noncombustibility of Elementary
i ‘ Materials .

© E.152 Method of Fire Test of Door A%sembl:eb
| _; ) N o ) esec00s6I00 _ ST T O

chnraJ Fire Council ’ - -

RP—Z Salvaging and Restoring Records Damaged by Free

Fire and Water.

LY X AKX X R R

Naval Ships ccbnlcal Manual, NAVSHIPS 250-000, Chapter 9190, Section X, "Reconditioning
of Floodsd Equipment,” Information may be obtained relative to this salvage process from:

Naval Research Laboratory, Washiungton, D. C. 20390,
¥ =]
€e00000000008

NOTE: The individual items may be obtained directly from thn organizations indicated.
“The NFPA and U.L. items are maintained in the Federal Fire Council's fire safety reference

library and are available con a loan basis to all Federal- personnel., Requests for loans
should bz addressed to: Central Office Library, General Services Administraticn, Washing-
ton, D.C. 20405. . e - - ST e S .
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